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Aytentudukanus

be3onacHocTh nHGOpMaIHN

I'ocynapcrBenHas
nH(popMaInMoHHas cucTeMa

Hoctyn k uHGOpMATIT
JocTynHoCTb

3amura HHPOpMALUU
OT HECAaHKIIMOHWPOBAHHOTO
JoCcTymna

3amuaemas uHGopManus

WNnentudukanus

Nudopmarnmonnas cucrema

Wudpopmannonnsie pecypesl

Nudopmarnmonusie
TEXHOJIOTUHU

Wndopmarnms

KonTponupyemast 30Ha

KondunennmanbHOCTH

O6paboTka nepcoHaIbHBIX
JTaHHBIX

TEPMUWHBI U OITPEJIEJIEHUSA

JleficTBUsT IO TpOBEpPKE TOJIMHHOCTH CYOBEKTa J0CTyma
B UH(OPMALIMOHHOM cucTeMe

CocrosiHMEe  3alIUINEHHOCTH  WH(MOpPMAIIHH,
obecriedeHbl  €e  KOH(UACHIHAIBHOCTH,
U IIETIOCTHOCTh

WNudopmannoHHas cucreMa, co3ziaBpaeMasi B IeIsX peau3aiun
MTOJTHOMOYU I rOCyJapCTBEHHBIX OpraHoB
u obecrieueHuss oOMmeHa wuHGMOpMAIMe MEXIy STUMH
OpraHamH, a TaKke B WHBIX YCTaHOBICHHBIX (perneparbHbIMU
3aKOHAMHM LIEJIAX

Bo3MokHOCTE MOTydeHust HH(POPMAIUK U €€ NCIIOTh30BAHUS

Cocrostnre uH(OpMaIMK, XapaKTepu3yemMoe CHOCOOHOCTHIO
TEXHUYECKHX CPEICTB M WH(POPMAIMOHHBIX TEXHOJIOTUI
obecrieunBaTh OeCHpenAaTCTBEHHBIN IOCTYyNl K HH(OpMaIuu
CYObEKTOB, UMEIOIINX HA ATO MIOJTHOMOYHS

3ammrta MHQOpPMALMHU, HANpaBlC€HHAs Ha MpeIOTBpAIleHUE
MOJTyYCHHST 3alllMIIaeMoil WH(GOpMAIMKA 3aUHTEPECOBAHHBIMHU
CyObEKTaMH C HapyIIEHHUEM YCTAHOBJICHHBIX HOPMATHBHBIMH
W TIPaBOBBIMH JIOKYMEHTaMH (aKTaMH) WU 00JagaTeIIsIMU
uHbOpMAlMM TpaB MM MPaBUI pa3TpaHUUYCHHs JOCTyIa
K 3aluiraeMoi nHpopMauu

P KOTOPOM
JOCTYITHOCTh

Wudopmanus, sABIAOMASACT NPEAMETOM  COOCTBEHHOCTH
U ToJUIeXamias 3aliuTe B COOTBETCTBHH C TPeOOBaHHAMHU
MIPABOBBIX JIOKYMEHTOB WIH TpeOOBaHUSAMH,

YCTaHABJIMBAEMBIMH COOCTBEHHUKOM HMH(GOPMAITUH
[TpucBoenue cy0ObeKTaM 1 00bEKTaM JOCTyIa UACHTU(UKATOpa
u (W) CpaBHEHUE TMPEIBABIAEMOro HUACHTHU(UKATOpA
C MepeyHeM MPUCBOCHHBIX UIEHTH()UKATOPOB

COBOKYITHOCTB cofieprKaieics B 0a3ax JaHHBIX HHGOpMAIUN
u obecrieynBaOIMX ee  00paboTKy  HMH(OPMAIMOHHBIX
TEXHOJIOTUH M TEXHUYECKUX CPEICTB

OtnenbHbIE JOKYMEHTHI M OTJEJIbHBIE MAacCUBBI JOKYMEHTOB,
JOKYMEHTHI W  MAacCHBBI  JIOKYMEHTOB,  COJEpIKalluecs
B MHPOPMALIMOHHBIX  cUcTeMax (OuOnMoTekax, apXxHBax,
dhonmax, 6aHKax JaHHBIX, THOOPMAITMOHHBIX CUCTEMaX JIPYTUX
BHJIOB)

[Tpormeccr, MeToabpl TOWCKA, cOOpa, XpaHEHHs, OOpabOTKH,
MPEJOCTABICHUS, PACIPOCTPAHEHHUS MH(POPMAILMU U CIIOCOOBI
OCYIIECTBIICHHSI TAKUX MPOIECCOB M METOJIOB

Ceenenus (cooOrmenws, JTAHHBIE) HE3aBUCUMO
OT (OPMBI MX TIPEACTABICHUS
[IpoctpancTBo  (TeppuTopus, 3HaHHE, YacTh 3aHHS),

B KOTOPOM HCKJIFOUEHO HEKOHTPOJIHPYEeMOe MpeObIBaHUE JIHUII,
HE WMEIOIMUX IOCTOSHHOTO WJIM  Pa30BOr0  JIOIYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPECTB

O06s3arenbHOE 17151 BHIIOIHEHHUS JIUIIOM, MTOTYYUBIIUM JOCTYII
K omnpeneneHHON WH(opmaiuu, TpeOOBaHWE HE TepeaaBaTh
TaKyl0 HMHPOpPMALMIO TPETbUM JHIaM 0e3  coryiacus
ee oOagaresst

JleficTBus (omeparyu) ¢ NepCOHATbHBIMH JTAHHBIMH, BKJIIOYast
cOop, cHcTeMaTH3aluio, HAKOIUICHWE, XPaHEHHE, yYTOYHEHHE



Omneparop

IlepcoHanbHbIe TaHHBIC

VYrpoza 6e3omacHOCTH
uHpopMaun

Vsa3BuMoOCTh

lenoctHOCTH

(oOHOBIIEHUE, U3MEHEHHE), UCTIOIB30BAHNE, PACIIPOCTPAHCHHE
(BTOM uymncie mepemady), oOe3nIMUMBaHHE, OJOKHPOBAHUE,
YHUUYTOKEHHUE TIEPCOHATBHBIX TAHHBIX

TpaXJaHUH WIH IOPUAMYECKOE JIUI0, OCYILECTBISIONINE
JESTeNbHOCTh O 3KCIUTyaTallud MH(OPMAIIMOHHONW CHUCTEMBI,
B TOM uuciae 1o oOpaboTke wWHOOpMAIUHU, COAEpIKAIICHCs
B ee 0a3ax JaHHBIX

JIrobass mHopmanus, OoTHOCAMASACA K TMPSMO WM KOCBEHHO
OTIpeICIICHHOMY WJIH ONpeesieMoMy (PU3NIECKOMY JIUILY
COBOKYITHOCTh  yCIIOBHM ®  (PaKTOpoOB,  CO3JAIOMINX
MOTCHIIUATLHYIO 17001 peanbHO CYIIECTBYIOIILYIO
OMACHOCTb,  CBA3aHHYIO €  yTe4kol  uHpopmanuu
W/WM HECAHKIIMOHUPOBAHHBIMHA W/WIH HENpeTHAMEPEHHBIMH
BO3JICUCTBUSIMHU Ha HeEe

Henocrarok (cmabocTh) MIPOTPaMMHOTO
(TIporpaMMHO-TEXHUYECKOTO) CPEICTBA WIIK HHPOPMAITMOHHOM
CHCTEMBl B 1I€JOM, KOTOpPbIi (KOTOpas) MOXeT ObITh
UCIONIb30BaHa Ui peaju3aluu  yrpo3  0e30MacHOCTH
uHpOopMaIuu

YcroitunBocTh  MHGOPMAIMM K HECAHKIIMOHUPOBAHHOMY
WIN CIIy4aifHOMY BO3/IEHCTBHIO Ha Hee B Mpolecce 00paboTku
TEXHUYECKUMH CPEACTBAMHU, PE3YJIbTaTOM KOTOPOTO MOKET
OBITh YHUUYTOXKECHUE U HUCKAXEHNUE HHPOPMALIUU



OBO3HAYEHUS U COKPALIEHUA

I'OCTP — T'ocynapctBennbiii cranaapt Poccuiickoit @enepanuu

[Tonutnka — IlonuTuka MH(POPMALIMOHHOM 0e30macHOCTH CaHkT-
[TerepOyprckoro rocylapcTBEHHOIO YHMTApHOTO —IPEANPUSATHS
«Cankr IletepOyprckuiit ”HGOPMAITMOHHO AaHATTUTUYECKHUI LIEHTP

I'BOY 583 — Tl'ocymapctBeHHOE Or0/KETHOE 0011e00pa30BaTeIbHOE YUPEKIACHUE
cpenssisi obmeoOpa3zoBatenbHast mkona Ne 583  IIpumopckoro
pationa Cankr-IletepOypra

®Cb Poccun — DepepanpHas ciayx0a 6e3onacHoctu Poccuiickoit @eneparun

OCTIK Poccun — @epaepanbHas cyx0a 1Mo TEXHHYECKOMY U AKCIIOPTHOMY KOHTPOJTIO



1 OBIIME NOJOXEHUA

Hacrosmas [TonuTuka sBisercss AOKYMEHTOM, ONPEIEIISIONINM HallPaBICHUS JeSTEIbHOCTH
B o0mactu obOecrneueHus HWHPOPMAIIMOHHON  OE30MAacCHOCTH U TPEACTaBIsAET  COOO
CUCTEMaTHU3UPOBAHHOE M3JI0XKEHHE 1iesiel U 3a1a4 HH()OPMALIMOHHON 0€30MacHOCTH, KaK OJIHO WU
HECKOJIbKO TpaBUJl, MPOLEAYDP, MPAKTUUECKUX MPUEMOB U PYKOBOJSAIIUX MPUHIIUIIOB, KOTOPHIMHU
pykoBoactByerca ['BOY 583, a Takke OpraHu3allMOHHBIX, TEXHOJOTMYECKUX W MPOLEAYPHBIX
aCIeKTOB o0ecreyeHrs MHPOPMALIMOHHOM 0€301acHOCTH.

[Tonoxxenuss  Hacrosmiedt  [lomuTukm  HE  pacmpocTpaHsArOTCSs Ha  oOecrieueHue
nH(OPMAIIMOHHON 0E€30MAaCHOCTH CBEJCHH, COCTABIISIONINX TOCYAAPCTBEHHYIO TaliHY.

OcHoBHOH 3amaveil B oOmactu uHpopManuoHHOW Oe3omacHoctn ['BOY 583 mpusnaer
COBEPILICHCTBOBAHME MEp M CpPEACTB oOOeCleyYeHHs 3aIiuThl HH(pOpMaruu WHPOPMALMOHHBIX
pecypcoB 'BOY 583 B KoHTEKCTE pa3BUTHS 3aKOHOAATENbCTBA Poccuiickoit denepaurii 1 HOPM
perynupoBaHus WHGOPMAIMOHHON MACSITENFHOCTH B TEKYINIUX YCIOBHUSX (DYHKIMOHHUPOBAHUS
WH()OPMAITMOHHOTO TIOJIS.

[Tpu pa3pabotke [ToMUTHKN YyIUTHIBAIUCH OCHOBHBIC IPHHIIUITBI CO3JJAHMSI CUCTEM 3aIlUTHI
uH(pOpMallK,  XapaKTepPUCTUKA M  BO3MOXKHOCTH  OPraHM3allMOHHO-TEXHHYECKHX  Mep
¥ COBPEMEHHBIX MPOTPAMMHBIX H aIlapaTHO-IPOTPAMMHBIX CPEICTB 3aIUTH HH(POPMAIIHH.

B pamkax coeit nesrensroct ' BOY 583 00s3yeTcs mpeAnpuHUMATE BCE BO3MOYKHBIE MEPHI
JUIS 3aIMTHI HH(GOpPMALUU OT Yyrpo3 0e30macHOCTH HH(POpMAITUH.

TpebGoBanust nHGOPMAITMOHHON 0€30MMaCHOCTH, COOTBETCTBYIOT IeJsM AesiTeabHocTH [ BOY
583 u mpeaHa3HA4YECHBI A CHIDKEHHMS PHCKOB, CBS3aHHBIX C peailu3alueil yrpo3 0e3omacHOCTH
nHpopmanuu.

[TonmuTuka noctynHa BceM padotHukam ['bOY 583 u BceM Moabp30BaTeNsIM €I0 PECYPCOB.

2 IEJH U 3AJIAYM OBECIIEYEHUS THO®OPMAIIMOHHOM BE3OITACHOCTHU

Cy0bexThl HH(POPMALMOHHBINH OTHOLCHUH

CyOnekTamu npu obecrieueHnn nHGpopMannoHHoi 6e3onacHoct B 'BOY 583 sBsttores:

pabOTHUKM CTPYKTYPHBIX OJpPa3ICIICHUH (B TOM UUCIIE YBOJICHHbBIE);

rpaxaane, paboTaoIre Mo JOroBopaM IpakJaHCKO-IPaBOBOTO XapaKTepa;

¢u3uueckue JMIa, MPEICTaBUTENM KOHTPAareHTOB B pPAaMKaxX WCIOJIHEHUS JOTOBOPHBIX
00513aTeNIbCTB;

dusnueckue nuna, nojasime oopamienue B aapec 'bOY 583;

IOpUAMYECKHE JIUIA, B PAMKaX HMCIIOJIHEHUS JOTOBOPHBIX 0053aTENbCTB WM BO MCIOJHEHUU
TpeOoBaHUIl CO CTOPOHBI 3aKOHOIaTeNbeTBa Poccuiickoit deneparuy;

OpraHbl TOCYJJapCTBEHHOM BJIACTH.

O0bexThI HH(POPMALIMOHHBIX OTHOLICHHIT

O6bexTamMu HHPOPMALIMOHHBIX OTHOILICHUH SIBIISIFOTCSL:

uHpopmannonnsie pecypesl [BOY 583;

rocyiapcTBeHHble  MH(GOpMalMoHHBIE  cucTeMbl  OmepaTopoM  KOTOPBIX  SBISETCS
I'bOYV 583;

mporecchl  00paboTku  wHbopMmaruu B wHGOpMaMOHHBIX cuctemax ['BOY 583,
UH(POPMALIMOHHbIE TEXHOJOTHH, pErjJaMeHThl W Tpouenaypsl cOopa, 0O0pabOTKM, XpaHEHUs
U miepenadu nHpopmanuu;

uHpOpMallMOHHAs HMH(PAcCTPyKTypa, BKIIOYAIOIIAs CHUCTEMbl 00pabOTKH, XpaHEHHUs
U aHalM3a uH(popManuu, mIporpaMMHbIE U IPOTrPAMMHO-AIIIapaTHbIE CPEJCTBA, B TOM YHCIIE KaHAJbI
CBSI3U U TENIEKOMMYHHKAIIHH;

CUCTEMBI M CPEJICTBA 3aIUTHI MH(POpPMALMH, OOBEKTHI U MOMEIICHUS, B KOTOPBIX pa3MeIIeHbI
cpencTBa 00paboTKU HHPOPMALIUH.

Hean ob6ecnieyeHus1 HHGOPMALMOHHOM 0€30MTACHOCTH

OcHoBHOU 1eNbI0 obOecrieueHus: MHGopMarmoHHoi Oe3omacHoctT ['BOY 583 sBnstorcs
NEICTBUS HaIpaBlIeHbl Ha JOCTHMXKEHHE 3alIUThl CyOBEKTOB HMH(DOPMALMOHHBIX OTHOUIEHHH OT
BO3MOXXHOTO HAHECEHUs] MM MaTepHalbHOrOo, (U3NYECKOr0, MOPAIBHOTO WM HHOTO YyIepoa,
MOCPEACTBOM  CIY4alHOrO  WJIM  IpEeJHAMEPEeHHOTro  BO3AeMcTBHS Ha  UHGOpPMAIHUIO,



B TOM YHUCIIE:

obecrnieueHus 0TKa30yCTOMYUBOTO (GyHKIIMOHUPOBAHUS MIPOrPaMMHBIX
U annapaTHo-1IporpaMMHBbIX cpeactB I'BOY 583 u npenocraBisieMbIX CEPBUCOB;

COOJIIOICHUsI TIPABOBOTO  PEKMMa HCIOJIB30BAaHUS MACCHBOB M CPEICTB 00pabOTKH
uHpOpMaLnH;

NPEIOTBPALICHUS] pealu3aly yrpo3 0e30MmacHOCTH HWHGOpMalWu TpU  OCYIIECTBICHUHU
nearensaoctu I BOY 583.

3anauu odecneyeHus HHPOPMAINMOHHOI 0€30M1ACHOCTH

HocTmwkenue neneil odbecrieueHnst UHGOPMAIIMOHHONH OE30MaCHOCTH M CBOMCTB MH(OpMAIUH,
I'BOYV 583 pemiaercs cneayomuMu 3aJa4aMu:

3alIUTHl OT HECAHKLIMOHUPOBAHHOTO JOCTYyNa K HHPOPMAIIMOHHBIM pecypcam;

pasrpaHUyYeHHs] JOCTyMa MOJIb30BaTeie K MHPOPMAIIMOHHBIM, annapaTHbIM, MPOTPaMMHbBIM
U MHBIM pecypcam;

peruCTpalliii W TEPUOAMYECKOTO KOHTPOJS ACHCTBUU TOJNB30BaTelIe mpu 00paboTke
3amuIaeMoi HHGOpPMaIUU U IEPUOTUICCKUN KOHTPOJIb KOPPEKTHOCTH UX JICHCTBHIA;

KOHTPOJISI LIEIOCTHOCTH CpEAbl HCIOJHEHHs] MpOTrpaMM M €€ BOCCTAaHOBJIEHHWE B Ciydae
HapYyIICHUS,

oOecrieyeHUs ayTeHTU(DUKALUMU W HMICHTU(UKALUU  TOJIb30BATENeH,  Y4acCTBYIOLIMX
B HH(OPMAITMOHHOM 0OMEHE;

o0ecrieyeHus UCTIPAaBHOCTH PUMEHSIEMBIX B MH(POPMALIMOHHBIX CUCTeMax
I'BOY 583 cpenctB 3amuThl HHPOpPMAIIUH;

CBOEBPEMEHHOT'O BBISBIICHHE HCTOYHHUKOB Yrpo3 O€30MacHOCTH HWHGOpMalUU, MPUYUH
W YCIOBHM, CIHOCOOCTBYIONIMX  HAHECEHHWIO  ymepda  3aMHTEPECOBAHHBIM  CYOBEKTaM
UH(POPMALIMOHHBIX OTHOIICHUH;

CO3JITaHUEM CITY)KObI MOHHUTOPHHIA W PEardupoBaHUs Ha Yrpo3bl OE30MacHOCTH HHGOPMAIII
U HETaTUBHBIE MTOCTIE/ICTBUS;

CO3JIaHUEM YCIIOBHH JUIsi MUHUMHU3AIIUH HAHOCUMOTO yIiepOa HEempaBOMEPHBIMH JICHCTBUSIMH,
¥ yCTpaHEHHUE MOCICACTBUI HapyIeHUsT HH(pOopMaImoHHO# O0e3omacHocTr B OpraHu3aIuT.

Pemenue BolmenepeurciaeHHbIX 3a4a4 B OpraHu3auT OCYIIECTBISETCS MOCPEICTBOM:

yueTa BceX MOAJIeKalluX 3alluTe THPOPMAITMOHHBIX PECYPCOB;

KYPHAJIMPOBAHUS JICHCTBUIA IEepCOHAIa, OCYIIECTBISIONIETO 00CTYKUBAaHHE U MOIH(PHUKAIINIO
MPOrPaMMHBIX U MPOTPaMMHO-aNIapaTHBIX CPEICTB NHPOPMALIMOHHBIX CUCTEM;

periaMeHTanuy mporeccoB oopaboTku uHpopMalu, AeUCTBUI paboTHHKOB OpraHu3anur,
OCYILECTBIISIOUINX AKCIUTyaTaI[MI0 TMPOTPAMMHBIX M MPOrPAMMHO-AINIAPATHRIX CPEICTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3alMOHHO-PACTIOPAIUTENIBHBIX JOKYMEHTOB I10 3alIUTe HH()OPMALIUH;

Ha3HA4YeHUs U MOATOTOBKOW paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3ALIMIO U OCYILECTBICHHE
MEpOTPHUATHIA 110 obecrieueHnIo HH(POPMAIIMOHHOM Oe3omacHocTH B OpraHn3anur;

HAJEJICHUST KaXJ0ro pabOTHHKAa MHHUMAJIbHO HEOOXOAMMBIMH TpaBaMH TMpU pabdoTe
B MH(POPMALMOHHOM HHPPACTPYKTYPE COTIIACHO UX JOKHOCTHBIM 0053aHHOCTSIM;

COOJIO/IEHHSI BCEMH Pa0OTHUKAMHM, SKCILTYaTHPYIOIIUMHI U 00CTYKUBAIOLMMH TPOTpaMMHBIE
U [pPOrpaMMHO-AINIapaTHBIE  CPEIACTBa, TPEOOBaHW  OpPraHU3AMOHHO-PACIOPSIAUTEIBHBIX
JIOKYMEHTOB TI0 BompocaM oOecrieueHruss ”HPOPMaIMOHHON 0€301aCHOCTH;

MEPCOHAIBHON OTBETCTBEHHOCTHIO Ka)/0ro pabOTHUKA 3a CBOU JIEHCTBUS, Y4aCTBYIOIIETO
B paMKax CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH B MpOIlleccax aBTOMATH3WPOBAHHOW 00pabOTKH
UH(OPMALIMU ¥ UMEIOIIETO JOCTYI K pecypcaM HH(POPMAIIMOHHBIX CUCTEM;

peanu3anyeil TEXHOJIOTHYECKUX MPOIEcCOB 00pabOTKM MHGPOpPMALMU C HCIOJIb30BaHUEM
KOMILJIEKCOB ~ OPraHM3allMOHHO-TEXHUYECKMX MEp 3allUThl MPOrpPaMMHOTO  OOecledeHus,
MIPOrpaMMHO-AIAPaTHBIX CPE/ICTB;

OPUHSITHS Mep M0 0OecrieyeHHI0 PU3NYECKON [EIOCTHOCTH MPOTrpaMMHO-aNapaTHRIX CPEACTB
MH(OPMALIMOHHBIX CUCTEM U MOAIepKaHHEeM HE0OX0JMMOT0 YPOBHS 3alIUIIIEHHOCTH KOMIIOHEHTOB;

UCIOJIb30BaHUsl MPOTPAaMMHBIX U MPOTrPAMMHO-ANIAPATHBIX CPEACTB 3allUThl MHGOpPMaIUN
obpabateiBacmMoM B 'BOY 583 u anMHUHUCTPAaTUBHON MOACPIKKON UX UCTIOTH30BAHMS;

KOHTPOJISL ~ COOJIOACHUS  IOJIb30BATEIsIMH  HMH(MOPMAIIMOHHBIX ~ CHCTEM  TpeOOBaHUUN



o odecreyeHno NHPOPMAITMOHHON OE30MMaCHOCTH;

npoBeieHus aHanu3a 3 (HEKTUBHOCTH MPUHATHIX MEP 3aIUThl HH(OPMAIMH ¥ TPUMEHIEMbIX
cpencts 3anuThl nHGopMmaruu B 'BOY 583;

pa3paboTKM W pealu3aliil TMPEIJIOKECHUH T0 COBEPUICHCTBOBAHHMIO CHUCTEM 3alllUTHI
nHpopmaruu B 'bOY 583.

3 MNPUHIMUIBI OGECOEYEHUA UH®OPMAIIMOHHOM BE3OITACHOCTH

OGecneyenne MHOOPMAITMOHHOW O€30MACHOCTH, JOJDKHO OCYIIECTBISATHCS B COOTBETCTBUH
CO CJICAYIOUIMMH OCHOBHBIMH NPUHIIUIIAMHU:

IIpyHUMI 3aKOHHOCTH

[Ipu BBIOOpE MeponpHATH 1O 3auuTe MH()OPMAINH, TOMKHO COOMIONATHCS ACHUCTBYIOLIEE
3aK0HO1aTenbCcTBO Poccuiickoit Denepannu B chepe 3armThl HHPOPMAIIUH.

Bce paGoOTHUKHM TOJKHBI UMETh MPEACTABICHUE 00 OTBETCTBEHHOCTH 3a IMPAaBOHAPYLICHHS
B cepe 3amutel nHGopManuu. [IporpammHo-anmapaTHeie cpeacTsa, mpumeHsemoeie B [BOY 583,
JOJDKHBI MMETh COOTBETCTBYIOIIME JIMIIEH3UH, O(UIHUAIBHO NMPHOOpPETaThCs y MpeacTaBUTENEH
Pa3pabOTUYUKOB ITUX CPEACTB WIIH SBISITHCS MHTEIUICKTYalIbHOM coOcTBeHHOCThIO [ BOY 583.

IIpuHIUI CHCTEMHOCTH

[Tpu cozmanuu CUCTEMBI 3aLIUTHI JOJIKHBI YUUTHIBATHCS aKTyajbHbIE YIpO3bl 0€30MacHOCTH
uHpOpMalLlUK, BO3MOXKHbIE OOBEKTHl M HANpPAaBICHUS aTaK Ha HEE CO CTOPOHBI HAPYIIMTEIEH.
Cucrema 3amuThl JOKHA CTPOUTHCS C YUETOM HE TOJIBKO U3BECTHBIX KaHAJIOB YTEUKH HH(DOPMAITUH,
HO U C YYETOM BO3MOKHOCTH TOSIBJIEHUS] HOBBIX YSI3BUMOCTEH B MPOrpaMMHOM 00€CIIEUEHUH.

IpyHOMI KOMIVIEKCHOCTH

KommuiekcHoe ucnofib30BaHuE CPEACTB 3allUThl HH(QOPMAIMK MPEAINOoIaraeT CorjJacoBaHHOE
NpUMEHEHHE NPH TOCTPOCHUH LIETOCTHON CUCTEMBI 3aIUTHI, IEPEKPHIBAIOIICH BCE CYIIECTBEHHBIE
yrpo3sl Oe3omacHocTH MH(OpMAIMK. 3aliuTa JO0KHA CTPOUTHCS SIIEIOHUpOoBaHO. Dusnueckas
3alUTa JOJDKHA 00ecneunBaThCsl (PU3MUECKUMH CPECTBAMU M OPTraHU3allMOHHBIMH MEPaMHU.

[Tpu mocTpoeHnu, BHEAPEHUN U AKCIUTyaTallil CUCTEMBI 3alllUThl HH(POPMAIIMN PYKOBOICTBO
I'BOY 583 obecneunBaer ycnoBus uid 3((EKTUBHONW KOOpAMHAIMM JEHCTBHI BCeX JIHII,
obecreunBarouX HHHOPMAIIMOHHYIO 0€301TaCHOCTb.

IIpuHIUI CBOCBPEMEHHOCTH

Pa3zpaboTka cucteMbl 3anuThl MHPOPMALMK JOJDKHA BECTHUCH TMapajlieIbHO C pa3pabOTKOM
U HUHQOpPMAaIMOHHOW  CHCTEMBl. JTO TIO3BOJHMT y4yecTb TpeOoBaHUS  0Oe30macHOCTH
P TPOSKTHPOBAHWU aAPXHUTEKTYpbl M, B KOHEUYHOM cueTe, co3aaTh Oojee 3(deKTUBHBIC
UH(OPMALIMOHHbIE CUCTEMBI, 00JIaJal0IINe TOCTATOYHBIM YPOBHEM 3aIUIIEHHOCTH.

[IpuHUMN TPeeMCTBEHHOCTH

[locTosiHHOE COBEpIIEHCTBOBAHWE MEp M CPEJICTB 3allUThl HHMOPMALUMU HA OCHOBE
IIPEEMCTBEHHOCTH OPraHU3aLMOHHBIX M TEXHUYECKUX PpEIICHUH, KaJpoBOTO COCTaBa, aHajIu3a
(GYHKIMOHUPOBAHUS MH(POPMALMOHHBIX CHUCTEM W CHUCTEMbI €€ 3allUThl C yYeTOM H3MEHEHHH
B METOJaX M CpeAcTBax IepexBara HHGOpPMAlMU, HOPMATUBHBIX TpPEeOOBAHUN TIO 3alIUTE
uHpOpMaLIKH.

IIpyuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaTr Ha obecnieueHre HHHOPMAITMOHHON 0€30MacHOCTH U IEHHOCTH
MH(OPMaLIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOKHOTO yIIepOa OT UX pasriialieHus, yHUUTOKEHUS
U HCKaxeHus. Vcmomp3yeMmble Mephl M CPENCTBA 3alIUTHl MH(DOpMAMKU HE JOHKHBI YXYAIIATh
SProHOMHUYECKHUE MOKa3aTeId KOMIOHEHTOB MH(POPMAIIMOHHBIX CUCTEM.

[IpUHIKN 0OTBETCTBEHHOCTH

Bo3znoxeHnne oTBEeTCTBEHHOCTH 3a obecrieueHrne 0e30macHoCcTH HHGOpMAIU U ee 00paboTKH
Ha KaXJ0ro pabOTHUKA B TpeAeiax €ro IMOJHOMOYMH. B COOTBETCTBMM C 3TUM HPHUHLIUIIOM
pacripeiesieHre TpaB U 00sI3aHHOCTEH pPaOOTHHKOB CTPOMTCS TaKUM 0Opa3oM, 4TOOBI B cCiydae
J1r000T0 HapyIIEHUs ObLT U3BECTEH HAPYIIUTEb.

IpyuHUMI 000CHOBAHHOCTH U TEXHUYECKOH peain3yeMoCcTH

NudopmanronHbie TEXHOIOTHUH, POTPAMMHBIE U TIPOTPAaMMHO-aNNIapaTHBIE CPEJCTBA, MEPHI
3alUThl UHGOPMAIMU JIOJDKHBI OBITH pEaIn30BaHbl IO COBPEMEHHBIM pPEIIEHUSM, 0OOCHOBAHBI



C TOYKH 3PEHUS JOCTHKEHUS 3aJaHHOTO YPOBHS 3aIIUIICHHOCTH MH(POPMAIIUU M YKOHOMUYECKOU
[1EJIECOO00Pa3HOCTH, a TaKXKE COOTBETCTBOBATh YCTAHOBJICHHBIM HOPMaM U TpeOOBaHUSIM
1o 6e30MacHOCTH H(POPMAIIHH.

Hpunuun npodeccuonaanma

Peanuzanuss mep 3amuThl MHPOPMAIMM W IKCIDTyaTalusi CPEACTB 3allUThl MH(pOpMAmu
JIOJDKHA OCYIIECTBIATHCS MPO(heCCHOHATBHBIMH CTICITHATICTAMH.

[IpuBneueHue cnenuaIM3NPOBAHHBIX OPraHU3AIUi K pa3padOTKe CPEICTB U peaTh3alii Mep
3amuThl UHPOPMAIIUH, TMOATOTOBIECHHBIX K KOHKPETHOMY BHUIY ACSITEIHHOCTH 1O 00ECICUEHUIO
0e30macHOCTH HH()OPMALIMOHHBIX PECYPCOB, HMEIOIINX OMBIT IPAKTHYECKON pabOThI U TUIICH3UU HA
MpaBO OKa3aHMsI YCIYT B ATOM 00JIacTH.

HpyuHUMI MUMHUMM3ALUU IPUBUJIET U N10JIb30BaTe/ el

OO6ecnieyeHne MOIb30BaTENeH MPUBUIICTUSIMH MUHUMAIBHO JOCTATOYHBIMH JTSI BHITTOJTHECHUS
MMH CBOHX JOJDKHOCTHBIX oOsg3aHHocTeil B [BOY 583.

4 OCHOBHBIE TPEBOBAHMUA 110 3AINMTE UH®OPMALIUHN
OI'PAHUYEHHOTI O JOCTYIIA

Cucrema 3amuThl MHGOpPMALUK JOJKHA MPEAyCMaTpUBATh KOMILIEKC OpPraHU3allMOHHBIX,
IPOTPaMMHBIX U TMPOTPAMMHO-ANIAPATHBIX CPEICTB U MEp IO 3aluTe MH(OPMAIMH B IpoIecce
ee 00paboTKH.

Brimonnenue TpeGoBaHM JOCTUTAeTCs 3a CYET peaau3allii Ha 00BbeKTax MH(POpPMATU3AIUH
Mep TI0 3aIuTe HHPOPMAIIHH:

UICHTU(PUKAIIMY U ayTEeHTU(UKAIIUHN CyOBEKTOB JI0CTYIa U 0OBEKTOB JI0CTYIIA;

YIPaBICHUIO JOCTYIIOM CYOBEKTOB JOCTYyNa K 00bEKTaM JI0CTYIIa;

OTPaHUYEHUIO TIPOTPAMMHOMN CPEIb;

3alUTe MAIIUHHBIX HOCUTENIEH EPCOHAIBHBIX JTaHHBIX;

peructpanuu coobITUil 6€30MaCHOCTH;

AHTUBUPYCHOM 3aIUTE;

O00OHapy>KEHUIO BTOP>KEHHIA;

KOHTPOJTIO (@HAIM3Y) 3aUIUIIEHHOCTH MEPCOHANBHBIX JaHHBIX;

00€CTIeYeHHIO LIEIOCTHOCTH HH(POPMALIMOHHOW CUCTEMBI U TIEPCOHAIBHBIX TaHHBIX;

00ecnevyeHnIo TOCTYITHOCTH MEePCOHANbHBIX JaHHBIX;

3aIUTHI CpeJlbl BUPTYaTu3alii;

3alIUThl TEXHUYECKUX CPEJICTB;

3alUTh UHHOPMAIIMOHHON CUCTEMBI, €€ CPE/ICTB, CUCTEM CBS3H U Nepeiadyl JaHHbIX;

BBISIBJICHUIO MHIIUJIEHTOB U PearupoBaHue Ha HUX;

yIIpaBJIEHUIO KOH(UTyparueil HHPOPMAIMOHHON CUCTEMBI U CUCTEMBI 3aIUTHI TIEPCOHATBHBIX
JAHHBIX.

I'BOY 583, kak oOmagarens nHGOpPMALMU OTPAHMYEHHOTO JOCTYMA, IPU OCYIIECTBICHUU
CBOUX TIPaB 00s3aHO:

co0JIr01aTh MpaBa U 3aKOHHbIE HHTEPECH! MHBIX JIUIL;

MPUHUMATH HE0OXOJUMBbIE MEPHI MO 3aIUTE HHPOPMAIIIH;

OTpaHMYMBATH JOCTYH K HWHPOpPMAlUH, €clAd Takasg OOA3aHHOCTh yCTAaHOBJICHA
3akoHoJaTenbcTBOM Poccuiickoit denepanmm.

B Tom uymcne I'BOY 583, BopaBe eciaum HMHOE HE MPETyCMOTPEHO 3aKOHOAATEIHCTBOM
Poccuiickoit ®exneparuu:

paspemath UM OrpaHUYMBATh JOCTYH K HH(OPMAIIHH, OTIPEIEISTh MOPSAIOK U YCIOBHSI TAKOTO
JOCTYTIa;

UCIIOJIb30BaTh HH(POPMAITUIO, B TOM YHCIIE PACIIPOCTPAHATH €€, 10 CBOEMY YCMOTPEHHUIO;

nepegaBaTh HMHQOpPMAIMIO JIPYTMM JIMIIaM Ha YCTAHOBJIEHHOM 3aKOHOJATeNIbCTBOM
Poccniickoit denepanuu OCHOBaHUY;

3aIUAIATh YCTAHOBICHHBIMU 3aKOHOJAaTeIhLCTBOM Poccuiickoit deneparnuu cnocodbaMu CBOU
IpaBa B CIIy4ae HE3aKOHHOTO TOJIY4YeHUsI HH(POPMAIK WK €€ HE3aKOHHOTO UCTIOIb30BaHUS HHBIMU
JTUIAMU;



OCYILECTBIISAITh MHBIE JNEHCTBHS ¢ HMH(OpMAaIMeld WM pa3pemarbh OCYIIECTBICHUE TaKUX
JNEHCTBUM, €CIM OTHU JCUCTBUS HE TMPOTHUBOpedarT QeaepalbHbIM 3aKOHaAM H  JAPYTUM
HOPMAaTUBHO-IIPaBOBLIM akTaMm Poccuiickont @enepanuu.

3amuTa UHQOpPMAIMM  OTPAHUYEHHOTO JIOCTyNa MpeACTaBiseT co0oil  mpuHsATHE
OpPTaHHU3AIMOHHBIX U TEXHUYECKUX Mep, HAIIPABJICHHBIX HA:

cobmoienre KOHPUACHIIMATBHOCTH WH(pOpMAIUK (MCKII0UYEHNE HEMPABOMEPHOTO JOCTYIIA,
KOTMMPOBAHUS, PEIOCTABICHUS WA PACIPOCTPaHEHUS HH(OPMAIIHN );

obecrieueHne 1eT0CTHOCTH HHPOopMauu (MCKIIOUCHHE HETTPABOMEPHOTO YHUYTOXKEHUS
WIA MOJU(PHUIMPOBAaHUS MH(DOpMAIIH);

peanu3anmio mpaBa Ha JOCTYI K HHGOpMauH (UCKII0YEHNE HEITPAaBOMEPHOTO OJIOKMPOBAHUS
uHpOpMaLINN).

CpeactBa 3amuThl UH()OPMALIUK BHEAPSIOTCS MO pe3yJbTaTaM MPOBEIEHUS OLEHKU PUCKOB
UH(POPMALIMOHHOM 0€30MacHOCTH.

Opranuzanus 3ammMThl HHGOPpMALUH

[Ipu opranmzammu B ['BOY 583 3ammtel nHGOpMAIUK, TOJKHBI BBIIOIHATHCS TPeOOBAHUS
®enepanpHoro 3akoHa oT 27.07.2006 Ne 149-®3 «O06 wunHbopmaruu, HHPOPMAITMOHHBIX
TEXHOJIOTUSIX M O 3aIlIuTe HHPOpPMALUU», KOTOPHIE PErylupyloT OTHOLICHHS, CBA3aHHBIC
C YCTaHOBJICHHEM, U3MEHEHHUEM U MPEKPAIICHUEM PeKUMa 00pabOTKH 3anuiaeMoi HHGOopMaIuu.
B ToM umcne tpeGoBaHMs O 3amUTe MHPOPMALUMHU, HE COCTABIIIONICH TOCYyJapCTBEHHYIO TalHY,
coJlepkalieiicss B TrocyJapCTBEHHBIX MH()POPMAIIMOHHBIX CHCTEMaX YTBEP)KIEHHBIE IMPUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O6 yrBepxaeHUU TpeOoBaHM O 3amuTe MH(OPMAIHH,
HE  COCTaBJSIONIEN  TOCYJApCTBEHHYIO  TallHy, COJEpJKallleicss B  TOCYJapCTBEHHBIX
MH(POPMALIMOHHBIX CHUCTEMax» Ul TOCYAApPCTBEHHBIX WH(GOPMAIMOHHBIX CHCTEM IO KOTOPBIM
I'bOY 583 sBnsercs Onepatopom.

B I'bOY 583e momumo peanu3anuy OCHOBHBIX MEp 3aIlUThI UH()OPMAIIUN OCYIIECTBISETCS:

peryinsipHasi  OLIEHKa W  YIOpaBlIeHHE pUCKaMH  HH(OpPMALMOHHOW  0€30MacHOCTH
B COOTBETCTBHH C YCTAHOBJICHHBIMU IPOIIETypaMH B 00JIACTH YIPABJICHUS PUCKAMU;

nH(popmMupoBaHue, o0ydeHue u MTOBBIIICHHUE KB (UKAITIH pabOTHHUKOB
I'bBOY 583 B chepe nnpopmanmoHHOM 6€30MaCHOCTH;

METOoAMYeCcKasi TOMOINb pa0OTHMKaM B Bompocax obecreueHus HWHPOPMAIIMOHHON
0e30IMacHOCTH;

aQHAJIU3 U MMOMCK BO3MOKHOCTEH 110 MOBBIIICHUIO YPOBHS 3alIUIIEHHOCTH HH(OPMALIHH.

Hns T'BOY 583 3amutsl unpopmanuu, 'BOY 583 BnpaBe nNpuUMEHATh CPEACTBA M METOJBI
TEXHUUYECKON 3aluThl, NpPEeJIpPUHUMATh Jpyrue, HE MPOTUBOpEYAIllie 3aKOHOAATEIbCTBY
Poccuiickoit denepanuu, Mephl.

B pamkax oOecrnieueHus 3amuThl UHQOPMAIMH, B paMKax TPYIOBbIX OTHOLIEHHH HEOOXO0AUMO
03HAKOMUTH MOJI POCHHUCH PAaOOTHHUKOB, TOCTYIT KOTOPHIX K MH(POPMALUU OTPAHUYECHHOTO JIOCTYIIA,
HEOOXOUM JIJIsl BHIIIOJIHEHUSI UMHU CBOUX JIOJDKHOCTHBIX O00S3aHHOCTEH, ¢ mepedHeM HHpopManuu
OTpaHUYEHHOTO J0cTyna, U NpuHATHIMU B [ BOY 583 Mepamu 3amuThl HHGOpMAaLIUU.

Oco0eHHOCTH 321U THI MEPCOHAIBHBIX JAHHBIX

IIpu opranmzauum o6pabotku B ['BOY 583 mnepcoHanmbHBIX JaHHBIX HEOOXOAUMO
PYKOBOACTBOBaThCs TpeOoBanusamu DenepanbHoro 3akoHa oT 27.07.2006 Ne 152-®3
«O mepcoHaNBHBIX TaHHBIX).

[lepeuerr Mep, BbIOJNIHEHHE KOTOphiX oOecmeumBaeT ['BOY 583 B kadectBe omeparopa
NEPCOHATBHBIX JAHHBIX, JOJHKEH BKIIIOYATh:

HazHaueHne B ['BOY 583 oTBeTCTBEHHOro 3a OpraHU3aIMI0 00paOOTKU IMEPCOHATBHBIX
JAHHBIX;

pa3paboTKy TOKYMEHTOB, ONPEACIISIONINX MPaBUia B OTHOIICHHH 00paOOTKH MEPCOHATBHBIX
nanHbiX B 'BOY 583, nokanbHBIX aKTOB 110 BOIIpocaM 00pabOTKU MEPCOHATBHBIX JaHHBIX;

NPUMEHEHHE OpPraHU3alMOHHBIX M TEXHUYECKUX Mep MO obOecrnedeHuo 0e30MacHOCTH
NEPCOHAIBHBIX JaHHBIX B COOTBETCTBUHM cO cTarbel 19 dDenepanpHoro 3akona or 27.07.2006
No 152-®3 «O nepcoHaAIbHBIX TaHHBIX»;



BBINIOJIHEHHE TPeOOBAHUHN MO COCTABY M COAEPIKAHUIO OPTaHU3ALMOHHBIX U TEXHHUECKUX MEp
1o 00ecTieueHnI0 0e30MacCHOCTH MEePCOHAIBHBIX JTAaHHBIX MPH UX 00paboTKe B MH(POPMAIIMOHHBIX
CUCTEMaX MEePCOHANbHBIX AaHHBIX yTBepkAEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBEpKJIEHUHU COCTaBa U COJIEPKAHUS OPTaHU3AIIMOHHBIX M TEXHUUECKUX MEp 10 00eCIeueHUI0
0€30MaCHOCTH NEPCOHANBHBIX JAaHHBIX MNpU HMX 00paboTke B WHPOPMALMOHHBIX CHCTEMAax
NEPCOHAIBHBIX JaHHBIX);

OLIGHKY Bpe€Ia, KOTOpPBIA MOXXET OBITh NPUUYMHEH CYOBEKTaM NEepCOHANBHBIX JaHHBIX
B ciyvyae HapymeHus DenepanbHoro 3akoHa Ne 152-D3, cooTHOIIEHHME YKAa3aHHOrO Bpena
U MIPUHUMAEMbIX OINEPAaTOPOM MEp, HalpaBJIEHHBIX Ha OOecreueHHe BBITOJHEHHUS O0S3aHHOCTEH,
npeaycMoTpeHHbIX PeaepaibHbIM 3aKk0HOM Ne 152-D3;

o3HakomieHue pabotHukoB ['BOY 583, HemocpeacTBEHHO OCYIIECTBISIOIINX OOpabOTKY
MEePCOHAJIbHBIX  JaHHBIX, C TIOJOKEHUSIMU  3aKoHoAaTenbcTBa Poccuiickoit  Penepanuu
O TEPCOHAIBHBIX MaHHBIX, B TOM 4YHCJIEe TPeOOBaHMUAMHU K 3alIMTE MEPCOHAIBHBIX JAHHBIX,
JTIOKyMEHTaMu, onpeaenstonumMu TpedoBanus ['bOY 583 B oTHomeHnn o0pabOTKH MEPCOHATBHBIX
JAHHBIX U 00y4eHue, MpU HEOOXO0IMMOCTH, YKa3aHHBIX paOOTHHUKOB.

Ob6ecnieuenne 0€30MaCHOCTH NEPCOHAIBHBIX JaHHBIX TOCTUTAETCSI, B YaCTHOCTHU:

ONpeNeIeHueM  yrpo3 W HapymuTened  0e30macHOCTH — MEPCOHAJBHBIX  JTAHHBIX
pu UX 00paboTKe B UHPOPMAITMOHHBIX CUCTEMAaX MEPCOHAIILHBIX JIaHHBIX;

OTIpEeNIeICHUEM  YPOBHS  3AIIMIICHHOCTH TMEPCOHANBHBIX JAaHHBIX B  COOTBETCTBHUHU
¢ TpeboBanusmu [loctanosnenus [IpaButensctBa Poccuiickoit @eneparuu ot 01.11.2012 Ne 1119
«O06 yrBepkIeHHMM TpeOOBaHMH K 3allUTe MEPCOHANBHBIX JaHHBIX MNP HX 00paboTke
B MH(OPMALIMOHHBIX CHCTEMaX MEPCOHATbHBIX TaHHBIX);

NPUMEHEHHEM IMPOUICAIINX B YCTaHOBJICHHOM IOPSIKE MPOLEAYPY OLEHKH COOTBETCTBHUS
CPEICTB 3alUThl HH(OPMaIUK;

OLIEHKOH 3(PEKTUBHOCTH MPUHUMAEMBIX MEp IO 3alUTe NMEePCOHAIBHBIX JAHHBIX J0 BBOJA
B DKCIUTyaTaI1io HHGOPMAIIMOHHON CUCTEMBbI IEPCOHATBHBIX TaHHBIX;

BOCCTaHOBJICHHEM TEPCOHAIBHBIX JAHHBIX, BCJIEACTBUE MOTYYEHUSI HECAHKIIMOHUPOBAHHOTO
JOCTyTa K HUM;

YCTQHOBJICHHMEM TPAaBMWJI  JOCTyHa K TEPCOHAIBHBIM  JaHHBIM, 00pabaThIBa€MbIM
B MH(OPMAIMOHHBIX CHUCTEMaX IEPCOHAJbHBIX MaHHBIX, a TaKke OOECHeueHHEM pPEerucTpaluu
U y4eTa BCceX JICHCTBHI, COBEPIIAEMbIX C IIEPCOHANBHBIMU JAHHBIMUA B MH(OPMALIMOHHBIX CHCTEMaxX
MEPCOHAIBHBIX JaHHBIX;

KOHTPOJIEM 3a MPUHUMAEMBIMU MEPaMH 10 3aIIUTE MEPCOHATBHBIX TaHHBIX U ONPEIETIEHHOTO
YPOBHSl 3aIIMIIEHHOCTH HWH(GOPMALMOHHBIX CHUCTEMax IIEPCOHATBHBIX [aHHBIX B IIpoIEcce
ee IKCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHHUS K ITPOUHECCAM OBECITIEYEHUA
WH®OPMAIIMOHHOM BE3ONMACHOCTH

MeTtoauueckoe pyKOBOJICTBO, pa3pabOTKy pelIeHUH Mo 3aluTe HHPOpMAaIHH, COTIaCOBaHUE
BBIOOpA CPENCTB BBHIYMCIUTEIHHON TEXHUKH, MPOTPAMMHBEIX U MPOTPAMMHO-AMIIAPATHBIX CPEJICTB
3alUThl UH(GOPMALMK, OPraHU3alKi0 padoT MO BHISBICHUIO BO3MOXKHOCTEW U MPEAYyNpPEKICHUIO
YT€YKd W CBOMCTB 3alUIIaeMON HH(OpMAIMM, AaTTECTALMI0 OOBEKTOB HH(POpPMATHU3ALNH
OCYILIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHBIE Toapazaeneuus [ bOY 583.

duznveckas 6e30MaACHOCTb

[IpuHsTHIE OpraHU3allMOHHBIE U TEXHHYECKHE Mepbl 1Mo 3ammTe nomenieHuit I'bBOY 583,
CEpBEpHOT0 M KOMMYTAIIMOHHOTO O0OpYyIOBaHMS, AaBTOMATH3MPOBAHHBIX pa0OYUX MecCT
noJsib30oBareseit napopmannoHHbix cucteM ['BOY 583 obecrieunBaroT peann3anuio CIeayoImmnX Mep
1no:

pasrpanuyeHuto goctyna pabotHukoB B momemenus ['BOY 583 B coorBeTcTBUM ¢ X
MOJTHOMOYHSMU | TOJKHOCTHBIMH O0SI3aHHOCTSIMU;

peructpanuu (GakToB BXO0Ja paOOTHUKOB B TIOMEIICHHS B KOTOPBIX BeAeTCS 00paboTka
MEPCOHAIIbHBIX TAHHBIX;



KOHTPOJIMPYyEeMOMY MpeObiBaHuI0 mocTopoHHUX Uil B [BOY 583 B momenieHus, B KOTOPHIX
BeZieTcsi 00paboTka MH(OpPMALMKU OTPAHMYEHHOTO JIOCTyNa M pa3MelIeHbl alnapaTHbIE CpelCTBa
UH(POPMALIMOHHOMN CUCTEMBI;

Opranu3anus pexxuMa KOHTPOJIUPYEMOT0 BHOCA/BBIHOCA CPEACTB 00pabOTKH MH(OpMAITUH.

[Momemenuss I'BOY 583 nomkHBl OBITH 000pYIOBaHBI JETEKTOPAMM OTHS M JbIMA,
OTHETYLIUTENIIMUA, CHUCTEMaMU KOHIUIIMOHUPOBAHUS BO3]yXa, CPEACTBAMHM OXPAaHHO-MOKapHOU
CUTHAIN3al1H.

OcHoBHOE cepBepHOE U KoMMyTarinoHHoe ooopynoBanue 'bOY 583 momkHO OBITH 3aIIUIIIEHO
oT mepeboeB B IMOAaue JJIEKTPOIHEPTUU NMyTEM MOJKIIOUEHUS K JJIEKTPOCETH C MPUMEHEHHEM
UCTOYHUKOB OecriepeOOMHOr0 MUTAaHUS M PE3epBHOrO  JM3elb-reHeparopa. McrouHuku
OecriepeOOHHOr0 MUTAaHUSI HEOOXOAMMO PErYJISIPHO TECTUPOBATH U MPOBEPSATH YIOJIHOMOUYEHHBIM
pabotaukam ['bOY 583 B COOTBETCTBUHU ¢ PEKOMEHIAITUSIMH TPOU3BOTIUTEIS.

[TopraTuBHBIE TEXHUYECKUE CPEJICTBA HE IOJDKHBI OCTABAThCS 32 MPeAeIaMu KOHTPOIUPYEeMOn
3061 [ BOY 583 6e3 koHTpos co cropoHbl padoTHUKOB ['[BOY 583.

Be3onacHocTh Ha paboueM mecTe

3anpemiaercss BECTH 3alUCh Mapoyied B OTKPHITOM BHUIE HAa MaTE€pHAbHBIX HOCHUTE,
32 UCKIIIOUEHHUEM CITy4aeB, PETIIAMEHTUPOBAHHBIX METOJIOB XPaHEHHUSI.

JIOKyMEHTBl ¥ HOCUTENU C HH(OpMalMel OrpaHMYEeHHOTO OCTYyNa AOJKHBI YOHpaThCs
B oOmeuyaTbiBaeMble MecTa (ceddbl, mKkadpl W T.I.), NpH yXoAe C paboyero Mmecra.
Ha aBTomaTtm3upoBanHoMm pabouem mecte [lonmb3oBatens paboyas ceccus T0JDKHA OBITH TIpepBaHa,
paboumii crton 3abmokupoBaH. Bxom monb3oBaTrenss B CHUCTEMY HE JIOJDKEH BBIMOTHITHCS
ABTOMATUYECKHU.

JIOKyMEHTBI, cojiepKaIire HH(HOPMAILIUIO OTPAaHUYEHHOTO JOCTYTIA, JOJDKHBI Cpa3y U3bIMAThLCS
U3 TeyaTalolMX ycTpocTB. [ns yrunuzanuu KOH(PUACHUUATbHBIX JOKYMEHTOB, OJIKHBI
UCIIONIb30BAThCSl YHUUTOXHUTEIN JTOKYMEHTOB HE HIKE 4 YPOBHSA IO CTaHAapTy O€30MacHOCTH,
MPUMEHSIEMOMY K YHUUTOXKHUTESAM JOKYMEHTOB.

[Ipn wucnonp30BaHUM MOOWIBHBIX TEXHUYECKHX CPEICTB HEOOXOAMMO COOJNIOAATh
JIOTIONTHUTEJIbHBIE MEphl M0 PETJIaMEHTAllMd W KOHTPOJIIO HCHOJb30BaHUS B HMH(DOPMAIIMOHHOM
CUCTEME MOOMITbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenue mnpencraBuTeneld IOPUAMYECKUX JIUI[ B paMKax MCIOJHEHUS] JOTOBOPHBIX
00513aTeJIbCTB B TOMEIICHUSAX B KOTOPBIX BeeTcst 00padoTka MHPOPMALUU OTPAaHUYEHHOTO JJOCTYIA
WH()OPMAITMOHHOW CHCTEMBI, BO3MOXHO TOJIBKO B COMpOBOXIeHWH padotHuka ['BOY 583
JIOTMYLIIEHHOTO J10 00pa0oTKH Takoi nHpopMaluu.

Pa3menienne TeXHHMYECKUX CpEACTB BbIBoJa HHGopmaruu B mnomenieHusx [BOY 583
MPOU3BOJUTCS C YYETOM HCKIIIOUEHHUST BO3MOXKHOCTH BH3yalbHOTO MPOCMOTpa HWHGOpMALIUU
MOCTOPOHHUMHU JIMIIaMU M paOOTHUKAMH, HE TOMYIIEHHBIM K padoTe ¢ JaHHON nHpopMauei.

TexHUYECKHE CPeNICTBA TOJKHBI PA3MEIIaThCs U XPAHUTHCS TAKMM 00pa3oM, 4TOOBI COKPATUTh
BO3MO>XKHBIN PUCK MTOBPEXKICHUS U YTPO3bl HECAHKLIMOHUPOBAHHOTO JIOCTYIA.

Texnuveckoe 00cay;kuBaHue 000Py10BAHUS

Texuuueckue cpeactsa ['bOY 583 nomkHBI MPOXOAWTH HA PETYJISIPHOM OCHOBE CEPBUCHOE
00CTyKMBAaHUE B COOTBETCTBHH C PEKOMEHIAIIUSIMU TIPOU3BOAUTENEH 000pyI0BaHUS.

PeMoHT u cepBucHOoe oOCIyXUBaHHE OOOPYIOBAHMSI JOJKHBI BBIOJHATHCA TOJBKO
KBaJTU(DUIIMPOBAHHBIMU CTICIIHATTUCTAMH.

Texaudeckoe obOcmyxuBanue obOopyaoBanusi cropoHHumu ['BOY 583mm He m0imKHO
MPUBOUTH K PUCKY HAPYIICHUS KOH(DHIEHITUAITBHOCTH 3aIIHIIAeMON HH(OpMAIIUK.

B3auMopeiicTBHe ¢ TPeTHbUMM JIUIAMU

B mensix obecneuenuss nHdopmanmonHoii 6ezonacHoctu ['BOY 583 mpu B3aumopeiicTBum
C TPETHUMHU JIULIAMU JOJKHO BBIMIOJIHATH CIEIYIOIINE MEPOIIPHUATHS T10:

3aKTIOYCHUI0 COTJIANICHUS O HepasMIalleHu WHQOpPMAIlMH OTrPAaHUYEHHOTO JOCTYyIa
MOJIyYEHHOU B X0J1€ UCTIOJTHEHUS I0TOBOPHBIX 0053aTENbCTB;

OCYIIECTBIICHUIO KOHTPOJS 3a JCUCTBUSAMH TMPEACTABUTEICH KOHTPAreHTOB B TIpeleiax
KOHTpoaupyemoii 30Hb1 [ BOY 583.

YupapiieHue ;KU3HEHHBIM IUKJIOM HH(OPMANHOHHBIX CHCTEM



MepornpusTas B IpoIecce KU3HEHHOTo [uKIa nHpopMarroHHbIx cucteM I'BOY 583 momxHbl
OBITH HaIlpaBJIEHbl Ha oOecredeHre 3alluThl HHPOPMAIMH MIPH BBOJIE B ACHCTBHE, SKCIUTyaTallUH,
COIPOBOYKACHUH U MOJIEPHU3ALIMH, BEIBOJA U3 IKCILUTYaTallUH.

OcHoBaHMeM IpU pa3paboTKe HMHPOPMAIMOHHBIX CHUCTEM JIOJDKHBI SBISATHCS pELICHUs
OpUHATBIE Ha CTaAud (GOpPMHUPOBaHUS TpeOOBaHMMU, conepKaliue TpPeOOBaHUS B TOM YHUCIIE
M0 CHCTEME 3aIIUThl HHPOPMAIIUH.

JIro6oe maaHupyemMoe K BHEIPEHUIO U3MEHEHHE HH(POPMALIMOHHOM CUCTEMBI MTPEIBAPUTEIBHO
JOJKHO ~ OBITh ~ IPOAHAJIM3MPOBAHO HA  COBMECTUMOCTb U OTCYTCTBHE  HapyUICHH
paboTOCIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM UHMCJIE CPE/ICTB 3aIUTHI HH(OPMAIIHH.

PabGotel mo MoaepHM3anuu HHGOPMAIMOHHON CHCTEMbI, B TOM YHCIE IO YCTaHOBKE
IPOTPaMMHOT0 0OecrieueHus: U OOHOBJICHUH, TOJDKHBI IPOBOJUTHCS B HEpaboyee BpeMsl HITU BpeMs
HaWMEHbIIIEH pabouei Harpy3KHu.

IIpu BbIBOJE U3 OKCIUIyaTallMd HH(POPMALMOHHBIX CHCTEM JOJDKHO 00ecreuyuBaThCs
rapaHTUPOBaHHOE ynajeHue oOpadaThiBaeMO U XpaHUMOW B HUX MH(YOPMAILIMH C UCTIOIb30BaHHEM
CPEACTB rapaHTHUPOBAHHOTO YHUYTOXKEHHUS WH(OPMALUU WIM MyTeM (PU3MUECKOTO0 YHUUYTOKECHHUS
HOCHUTENIeH HH(POPMAIIHH.

Bcee mpouenypsl obecrieuenust 3amuThl MH(popManuu, yctaHoBieHHele B [BOY 583
B OTHOLICHUMH HMH(POPMAIIMOHHBIX CHUCTEM, JOJDKHBI BBIMONHATHCS M KOHTPOJIUPOBATHCSA
OTBETCTBEHHBIMH JIMLIAaMH 32 OPTraHU3aLKI0 PadoT MO 3aMuTe HH)OPMAITIH.

KonTposs 1octyna k ”H(GpOpMAIHOHHBIM CHCTEMAM

Bce paborauku 'BOY 583, nomymenHsie k padote ¢ MHGOPMALIMOHHBIME CHCTEMaMH HECYT
NEPCOHAIBHYI0 OTBETCTBEHHOCTh 3@ HApYyLIEHUS YCTAaHOBJIEHHOTO TMOpsaka 00paboTKu
uHpOpMaLIUH.

YpoBeHb TOJHOMOYMK TONB30BaTenss B uHGopmanuonHon cucteme ['BOY 583 momken
OTIPENIENATHCS B COOTBETCTBHHU C €T0 JODKHOCTHBIMHU O0SI3aHHOCTSIMH.

Hoctynm monb3oBateneii Kk  wHboOpMamuoHHBIM cuctemam [BOY 583  nmomken
KOHTPOJIMPOBATHCS aIMUHUCTPATOPOM UH(OPMAIIHOHHON CUCTEMBI.

OcylecTBIeHUE PEryIsipHOrO KOHTPOJIS BHINOJHEHHUS! OPraHU3al[MOHHO-PACTIOPSAUTEIbHBIX
JOKYMEHTOB, KaCalOIIMXCs perjiaMeHTalnuu jomycka pabotaukoB 'bOY 583 k mHpopMannoHHbIM
CUCTEMaM.

HpenTnduxkanusa u ayreHTUPUKALMSA

Jloctyn mosnb3oBaTeneil K MHPOPMAIIMOHHBIM CHCTEMaM JOJKEH IMPEIOCTaBISTHCS TOJBKO
1I0CJIE YCIICIIHOTO 3aBepPUICHUS UACHTHU(PHUKAIINN, AyTCHTU(UKAIUH.

[TomyueHue monb30BaTeieM HUMEHH B HHPOPMAIIMOHHOM cHUcTeMe M Mapojsi, KOTOpble
00ecTeynBaroT JOCTYI K MH(POPMAIIMOHHON CUCTEME, JOJKHO OCYILECTBIISATHCS 110 MPEACTABICHUIO
PYKOBOJUTEIS CTPYKTYPHOT'O TIOJIpa3AeieHUsI.

YnpasJjieHue 10CTYIIOM

B I'BOY 583 nomxHO OCYIMIECTBIATHCS YIPABICHUE TOCTYIIOM K HHGOPMAIIMOHHONW CUCTEME
MOCPEJCTBOM pealu3aliil HEOOXOIUMBIX METOAOB, THUIOB M NPaBWJI pa3rpaHUYEHUs TOCTYIa
nosib3oBatesiM uHdopmarmonHo cucrembl ' BOY 583. B Tom umcie obecriedeH 3aniuiieHHBIA
yIAJIEHHBIA JOCTYN CyOBEKTOB JOCTyNa K OOBEKTaM JOCTyMa 4Yepe3 BHEUIHHE MH(POPMAlUOHHO-
TEJIEeKOMMYHUKAIlMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HOCUTEIIMH HH(POPMALINH

Pa6otaukun I'BOY 583 momkHBI MCHONIB30BaTh TOJIBKO YYTCHHBIE CHEMHBIC MAITWHHBIE
HOCUTENU WH(GOpPMAIMU JUIS BBIMOJHEHHUSI CBOUX JOJDKHOCTHBIX OO0si3aHHOCTEH. Mcmonb3oBaHue
ChEMHBIX MAIIMHHBIX HOcuTeel nHpopmaru B '[bOY 583 B MHBIX 1EJAX CTPOTO 3ampemieHo.

CbheMHbIe MallTMHHBIC HOCUTETH HH(DOPMALIMH TOJKHBI XPAHUTCS B OMEYATHIBAEMBIX IIKadax,
B IIOMEIIEHUSAX B KOTOPBIX MPeIycMOTpeHa 00paboTka nH(OpMAaLIUK OTPaHUYEHHOTO JOCTYTIA.

B ciydae kpaxu WM MOTepud ChbEMHOI'O MAIIMHHOTO HOCUTENs MH(OpMAINH, a TaKkKe UHBIX
WHIUJCHTOB, KOTOpPhIE MOTYT HPHUBECTH K HApPYIICHHUIO CBOWCTB HMH(OpPMAIMH OTrPAHUYEHHOIO
J0CTyMa, JOJKHBI IPOBOAUTHCS MEPOIIPHUATHS 110 PacCiIeI0BaHUIO TAKUX HHIIUJCHTOB.



[Ipu BBIBOJE M3 IKCIUTyaTallMd ChbEMHOTO MAIIMHHOTO HOCHUTENS MH(OpMAIMM, BCE JTAaHHBIC,
XpaHsIIUecs: Ha HeM, JOJDKHBI ObITh yJaJeHbl OINpe/eIeHHON KOMHCCHEW U3 uncia pabOTHHUKOB,
CPEACTBOM rapaHTHPOBAHHOTO YHHUUYTOXEHUS HHPOPMALIUH.

@akT YHUYTOXKEHHMS HH(OpMaLIMM HAa CHEMHOM MAalIMHHOM HoOcUTelne UH(GOpMaluu
¢ukcupyercss B akre 00 YHHYTO)KEHUHM HWHPOPMALUU CO CHEMHOTO MAIIMHHOTO HOCHTEIs
nHpopmanuu.

Perucrpanus co0bITHI

B T'BOY 583 nomkHa OCYIIECTBIATHCS  PETHUCTPAMM  COOBITMM  0€30MacHOCTH
Ha BCeX KOMIIOHeHTax HH(opManuoHHbIXx cucteM ['BOY 583, B koTopbix oOpabarbiBaeTcs
3amuiaeMas nHpopMarius.

AHTHBHPYCHas 3a1IUTA

B nensx oOHapyKeHHsT M YCTpaHEHHS BpenoHOCHBIX mporpamm B ['BOY 583 momkHbI
UCTIOJIb30BAThCS CPENICTBA AHTUBUPYCHOM 3aIIUTHI HHPOPMALIUH.

O0s13aTeNbHOMY KOHTPOJIIO CPEACTBOM AHTHUBUPYCHOM 3amuThl MHGOpMAIUU JOKHA
nojuiexarb J00as wuHpopmanus (TEKCTOBble (aiibl M00bIX (opMmaToB, Gailel JaHHBIX,
ucrnojHseMble (Gainibl), moilydyaemMas M IepegaBaeMasi IO JIOKATbHOW BBIYUCIUTEIBHOW CETH
B TOM YHUCIIE U CeTAM OOLIEro MOJb30BaHHUSA, a Takke WH(POpMalMs, XpaHUMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTENSAX UH(pOpMALIUH.

[Ipu ycTanoBKe IpOorpaMMHOT0 0OecIIeYeHus MIIM €ro 0OHOBIICHHSI Ha CEBEPHOE 000PYAOBaHHE
JOJKHA aBTOMATHYECKH BBINOJIHATBCA MPEABAPUTENbHAS TMPOBEPKA JaHHOTO MPOrpaMMHOTO
o0ecrieyeHns Ha OTCYTCTBHE BPEIOHOCHOT'O IIPOTPAMMHOTO 00ECTICYECHHSI.

OO6HoBnenue 0a3 cUrHaTyp AJsl CPEICTBA AHTHUBUPYCHOW 3alllUThl MH(DOPMALMU TOJIKHBI
OOHOBJISITHCS €KEAHEBHO.

[Tonb30Barenu 0e3 npas aJIMUHHCTpaTOpa nH(pOpMaLMOHHON CUCTEMBbI
I'BOY 583 He 10mKHBI UMETh BO3MOXKHOCTb MOJIYYEHUS I0CTyNa K KOH(PUTYypalluu aHTUBUPYCHOTO
CPEJCTBA 3AIIMUTHI UJI €r0 OTKIIOYCHHUS.

KoHTpOJIb 321 IIIEHHOCTH MEePCOHATBHBIX TAHHBIX

B nmensx uckirodeHus SKCIUTyaTallud yS3BUMOCTEH MPOrpaMMHOTO OOecredeHMs JOJIKHBI
OPOBOIUTCS palbOThl IO BBIABICHUIO, AaHAIM3y YSI3BUMOCTEH WH(OPMAIIMOHHONW CHCTEMBI
Y ONIEPaTUBHOE YCTPAaHEHHE BHOBb BBISBICHHBIX ysa3BUMocTeld. B Tom uucine 'bOY 583 konTposis
YCTaHOBKHM OOHOBJIEHUS IPOTPaMMHOI0 00ECTIEYeHHS BKITIOUAsl CPECTB 3aLUTH HH()OPMAIIH.

HUcnonb3oBaHue NPOrpaMMHOI0 odecredeHust

Bribop mporpammuHoro obecneueHust A Mpou3BOACTBEHHBIX HYxJ ['BOY 583 nomxen
MIPOU3BOJUTHCS B NMPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOTO B ENuHBIN peecTp pOCCHMCKHX
IPOTPaMM IS 3JIEKTPOHHBIX BEIUMCIUTENLHBIX MAaIlIMH 1 0a3 TaHHBIX. B ciydae oTcyTcTBHS aHanora
B EnuHOM peectpe poccuilckux MporpaMM Ui AJIEKTPOHHBIX BBIYUCIUTENbHBIX MAallUH
1 0a3 JaHHBIX JOMYCKAETCs NCIOIb30BaTh POrPaMMHOI0 obecreueHrne UMIIOPTHOTO IIPOU3BO/ICTBA.

HUcnonb3oBanue cpeacTB KpUnTorpagpuyeckoi 3ammTbl HHGOpMaUuu

Obecneuenue 3auUThl HH(GOPMAIIMM OTPAHUUYEHHOTO JOCTYIA OT PACKPBITUS, MOIU(DUKAIIIH
YW HaBs3bpIBaHMS (BBOJA JIOKHOW HMH(pOpMaNuH) Mpu ee mepemade (IMOATOTOBKE K Tepenade)
[0 KaHajaM CBS3M, MMEIOUIMM BBIXOJ 3a NpEAeNbl KOHTPOJIUPYEeMOH 30HBI oOecreunBaeTcs
MPUMEHEHHUEM CPEJICTB KpUNTOrpaduueckoil 3amuThl HHPOpPMAaIIIH.

[Ipuobperenue cpenacts  kpunrorpaduueckoil  3ammrtel  uHpopmamuun ['BOY 583
OCYIIIECTBIISIETCS HA OCHOBAHUU JIOTOBOPOB M KOHTPAKTOB C JIMI[AMH HMMEIOLIUMU JIEHCTBYIOIIYIO
muuensuto @Chb Poccunm Ha OCyIIECTBICHHE JAEATENBHOCTH TO pPa3paboTKe, MPOU3BOJCTBY,
pacrpocTpaHeHu0 MU(PPOBaIbHBIX (KpUnTOrpaduuecKnx) CpencTB, WH(OOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIIEHHBIX C HCIOJIb30BAHUEM IH(POBATBHBIX
(kpunTorpadUueCKnX) CPEACTB, BBIMIOJHEHHIO padOT, OKa3aHHWIO YCIYr B 00JacTH MU(pPOBaHUS
UHPOpPMALIUK, TEXHUYECKOMY OOCITYKHUBaHHIO MIH(PPOBATBHBIX (KpUNTOrpauYecKux) CpPEeACTB,
MH(OPMALIMOHHBIX CHCTEM U TEIEKOMMYHHUKAIMOHHBIX CHUCTEM, 3aIMIICHHBIX C UCIIOJIb30BAHHEM
mrpoBaIbHBIX (KPUOTOTPAPUUECKUX) CPEACTB (32 HCKIIOYCHHEM Ciydas, €CIM TEXHHYECKOe
obcnmy)xuBaHue IMHUQPPOBATHHBIX (KpUNTOrpadUUECKnX) CPeaAcTB, HHPOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C HCIOJIb30BAHUEM INH(POBATBHBIX



(kpunTorpaMuecKux) CpeICTB, OCYILECTBISCTCS Ui oOOecredyeHuss COOCTBEHHBIX HYXKI
IOPUAMYECKOTO JINLA WIH UHIUBUAYAIBHOTO IPEAPUHUMATETIS).

B mensx I'BOY 583 wu ol0ecneyenun mnepenaud uHGOpMAIMM 10 KaHAlaM CBS3H
C HCIOJBb30BaHUEM CpPEJICTB KpUOTOrpaduueckoil 3amuThl MHGOOPMALUK, a TAaKXKe BBINOJHEHUS
muneH3noHHpix TpeboBanuit ®Cb Poccum B I'BOY 583 nmomxken OBITh co3laH  Opran
KpUNTOrpaduuecKoi 3aiuThl.

[Mopranpabie pemenus [BOY 583 ¢ BO3MOKHOCTBIO JIOCTYIA C CeTel OOIIEro Mmojib30BaHuUs
JOJKHBI B TIPUOPUTETE pa3palaThIBaThCA C OpraHU3alMed 3alMIIEHHOr0 KaHaja MOCPEACTBOM
nporokosa TLS ¢ nogaepxkoit anroputmos ['OCT 34.10.

HUcnonb3oBaHue 3JIEKTPOHHOM MOYTHI

DJeKTpoHHas mouTa AoJKHa ucnosb3oBathest B ['BOY 583 ¢ mensto 'BOY 583 obmena
9JICKTPOHHBIMH ~ COOOIIEHUSIMH  MEXIy pabOTHUKaAMHM H  CyObeKTamMH HMH(POPMAIIMOHHON
0€30IaCHOCTH.

IIpu McnoIb30BaHUM AJIEKTPOHHOM MOYTHI 3aMPEIIACTCS:

oOMeH nHpopMaIen i ClIy>KeOHOTO MOJIb30BaHus, a TaKXkKe HH(pOopMaIMeld OrpaHUuYEHHOTO
JOCTYTIa;

IIPEOCTABIICHUE JOCTYIIA K 3JIEKTPOHHOU IIOYTE C UCIIOJIB30BAHUEM JAHHBIX CBOEH y4ETHOMN
3aMKCH TPETHUM JIULIAM;

nyOJIMKalusl CBOETO CIYKEOHOTrO ajpeca 3JIEKTPOHHOH MOYTHI B DJEKTPOHHBIX KaTalorax,
Ha IMOMCKOBBIX MAllIMHAX U APYTUX pecypcax ceTu IHTepHEeT B 1eIX, He CBSI3aHHBIX C UCIIOJIHEHUEM
CBOUX JIOJDKHOCTHBIX OOsI3aHHOCTEH;

MOJIMKUCKA IO 3JEKTPOHHOM MOYTe Ha pa3MYHbIEe PEeKJIaMHbIE MaTE€pHalIbl, JTUCTHI PACCHUIKH,
AIIEKTPOHHBIC >KypHAJIBI M T.JA., HE CBA3aHHBIC C BBIMOJIHEHHUEM I0JIb30BATEIEM OJKHOCTHBIX
00sI3aHHOCTEI;

OTKpBITHE (3allyCK Ha BBIMOJHEHUE) (aiIoB, MOMYYEHHBIX [0 OHIEKTPOHHOH MOYTe
WM u3 pecypcoB cetu MHTepHer, 0e3 mpeaBapUTENbHON MPOBEPKU HUX aAHTHUBUPYCHBIM
IPOTPaMMHBIM 00eCTIeYeHUEM.

Pabora B ceTsix 0011€ro NoJL30BaAHUS

I'BOY 583 ocrassier 3a co00# nMpaBo OIOKHPOBATH WIIM OTPAaHUYMBATH JOCTYI paOOTHUKAM K
CETSIM CBSI3U OOWIETo MOJIb30BaHUs, B TOM 4Hcie ceTh VHTepHeT, colep:KaHue KOTOPbIX HE UMEeT
OTHOILEHHSI K UCTIOJIHEHHUIO JOJDKHOCTHBIX 00SI3aHHOCTEH, a Takke K MH(POPMAIIMOHHBIM pecypcam,
coepKaHUE U HAIIPABJIIEHHOCTh KOTOPBIX 3allpelIeHbI 3aKOHOAaTEILCTBOM Poccuiickoit denepanuu.

Nudopmanuss o mocemaembix pabotHukamu ['BOY 583 wuHpOpMAMOHHBIX pPECypcoB
MIPOTOKOJIUPYETCS [Tl TOCIEAYIOIIETo aHAIN3a U, IPU HEOOXOJUMOCTH, MOXKET OBITh IIPE/ICTaBICHA
PYKOBOJUTEINSAM CTPYKTYPHBIX [TOApA3JENEHUN, a Takke pykoBoaurento ' bOY 583 nns koHTposs.

[Ipu ucnonb3zoBanuu cetn MHTEpHET 3anpeiieHo:

UCI0Jb30BaTh npenocrasineHHblii ' BOY 583 noctyn B ceTh IHTEpHET B INYHBIX LIETSX;

HCIIOJIb30BaTh HECAHKIIMOHUPOBAHHbBIE MPOTPaMMHbBIE U MPOTrpaMMHO-aNapaTHbIE CPEJICTBA,
MO3BOJISIOIINE TTOYYUTh HECAHKITMOHUPOBAHHBIHN OCTY K ceT MHTepHeT;

nyO0IMKOBaTh, 3arpyaTh M PaclpoOCTPaHITh MaTepHalibl CojAepkKallie HEeIOCTOBEPHYIO
unpopmanuio o 'BOY 583, a takxke danscuduuupoath cBoii [IP-anpec.

Pe3epBHOe KONMpPOBaHMe M BOCCTAHOBJIEHUE JaHHBIX

Ocy1ecTBieHHE PE3EPBHOIO KOMPOBAHUS IOJDKHO OCYILIECTBIIATHCS 1S

nHopmarun  oOpabaTbiBaeMoii Ha (ail;loBOM cepBepe H  CEpBEpe MPHIOKCHUH,
UH(POPMALIMOHHON CUCTEMBI;

pabounx MECT aIMUHUCTPATOPOB HH(GOPMAITMOHHON CHCTEMBI.

YacTtora U peXUM PE3epPBHOIO KOIMPOBAHMS YCTAaHABIMBAIOTCS TakuM 00Opa3oM, YTOOBI
o0ecneunTh MUHUMAJIbHYIO TOTEPIO JAHHBIX U ONIEpaTUBHOE BOCCTAHOBIICHUE.

Hacrpoiika pe3epBHOro KOMUPOBaHHS K BOCCTAHOBJICHHUSI pECYPCOB MH(POPMAIIMOHHBIX CUCTEM
I'BOY 583 nomxHBI MPOBOAUTH YIIOJHOMOYeHHBIE paboTHHKN [ BOY 583.

PesepBHOe  KkomMpoBaHME JOJKHO  OCYIIECTBIATBCA B aBTOMAaTHYECKOM  PEXHUME
C TPUMEHEHUEM OTEUYECTBEHHOTO CIIEHHUAIN3UPOBAHHOTO CpEACTBA PE3EPBHOIO KOMUPOBAHUS



C JEHCTBYIOIIMM CepTU(UKATOM COOTBETCTBUS MO TpeOOBaHUSAM O€30MaCHOCTH HH(pOpMAIUU
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHHUA K TPOIECCAM YIIPABJIEHUSA
NHO®OPMAIIMOHHOMU BE30OIMTACHOCTBIO

MoHuTOpHHT HHPOPMALMOHHOM 0€30I1ACHOCTH

Ha nmocTostHHOI OCHOBE IIOJKEH MPOBOAMTHCS KOMIUIEKCHBIM aHamM3 (DyHKIMOHUPOBAHMS
uHpopmannonHoit cucremel ['BOY 583 wu Bo3Hukarommx coObITUH  HH(DOPMAITMOHHON
0€30I1aCHOCTH.

[Iporiecc MOHMTOpPWHIA CHUCTEMBI obOecrieueHus: MHPOPMALMOHHON 0e30MacHOCTH JO0JKEH
BKJIIOYATh B C€0s1 KOHTPOJIb OPraHU3ALMOHHBIX U TEXHUYECKHUX MEp I10 3aluTe HH(OpMALUY, aHAIIN3
napamMeTpoB KOH(GUTypaIllui U HACTPOMKHU CPEACTB 3aIIUTHI HHPOPMALIUH.

[Ipy mpoBeeHHM KOHTPOJIBHBIX MEPOIPHUITHH, CBA3aHHBIX C OLICHKOW peanu3alud Mep
no 3amure uHpopmarmu B ['BOY 583, ynoaHoMoueHHbIE paOOTHUKU JOJIKHBI MPHIEPKUBATHCS
CJICAYIOLIMX PUHIIUIIOB!

HE HapylaTh GyHKIHOHKUpOBaHUE nesTenbHocTH [ BOY 583;

JIeCTBOBaTh B COOTBETCTBUM C YTBEP)KAECHHBIMU OpPraHHU3aLMOHHO-PACIIOPAIUTEIbHBIMU
nokymentamu 'bOY 583 no 3amure nnpopmanmu;

HE CKpBIBATh (DaKThI BHISBICHHBIX COOBITHI HHGOPMAIIMOHHON 0€301TaCHOCTH;

0(pOPMIISTH OTUETHI, MOATBEPKAAOIIIE BBIMOJIHEHUE MEPONIPUATHH 0 3aluTe HHPOPMALIUH.

Wupopmanus, NodydeHHass B XOAE MPOBEACHUS KOHTPOJIMPYIOUIUX  MEpONPUATHH
O JIEHCTBHSIX, COOBITUSX M IapaMeTpax, MMEIOIIMX OTHOUICHHWE K pealu3alud Mep IO 3aluTe
UHpOpMALMHY, JOJKHA KOHCOJIMIUPOBATHCA M XPAHUTHCS B MECTaX, MUCKIIOYAIONIMX IMOJy4eHHE
K HEH HeCaHKIITMOHMUPOBAHHOTO JIOCTYTIA.

MOHUTOPUHT JIaHHBIX O 3aPErMCTPUPOBAHHBIX COOBITUAX MH(OPMAIMOHHON 0€30I1aCHOCTH
JIOJKEH TPOBOJUTHCS, TI0 BO3MOXKHOCTH, C UCIIOJIBb30BAHUEM CHUCTEMbl MOHUTOPHUHIA WHIMICHTOB
MH(POPMALIMOHHOM 0€30IaCHOCTH MM BCTPOEHHBIX MEXAaHM3MOB HACTPOMKH M ayauTa COOBITHIH
B TNPOTrPaMMHBIX W TNPOrPaMMHO-AMIapaTHBIX CPEICTBaX, MCIOIb3YEMbIX B HMH(OpMAIMOHHON
uHppactpykrype [BOY 583.

YnpasJieHue pucKkamMu

OmnpeneneHue BHYTPEHHUX TpeOOBaHMH MO 3aluTe MHPOPMALUU, AOJKHBI OCHOBBIBATHCA
Ha pe3yibTaTax IMPOBEICHHs aHalIMW3a PHCKOB HApYyIIEHHs OCHOBHBIX CBOWCTB 0€30MacHOCTH
115t mHGopMarmoHHbIX pecypcoB 'BOY 583.

OCHOBOI1 OLIEHKH PUCKOB JOJDKHA OBITH OIIEHKA yCIOBUN M (PaKTOPOB, KOTOPHIE MOTYT CTaTh
IPUYMHON HapyIIeHUs LEJTOCTHOCTH, KOH(UAECHIIMATIBHOCTH U JOCTYITHOCTH JJ1s1 HUH(POPMALIMOHHBIX
pecypcoB 'BOY 583.

Pe3ynpTaToM mpoBeleHUs aHaIU3a PUCKOB JOJDKEH ObITh pa3paOOTaHHBIA KOMIUIEKC Mep,
HalpaBJICHHBIX HAa CHIDKCHHE BO3MOXKHOT'O HETAaTHMBHOIO BIIMSHUS HAa OCHOBHYIO JEATEIBHOCTD
['BOY 583 npu peanuzanuu TOH WM HHOW yrpo3bl 0€30MacHOCTH HHGOPMAITUU B 00€CTICUNBAIOITUX
B JIaJIbHEUIIIEM JOCTaTOUHBIA YPOBEHB 3aIIMIICHHOCTH HHPOpMamoHHbIx cucteM [ BOY 583.

YnpasjieHue uHIUAEHTAMHU HHGPOPMALMOHHOM 0€30MaCHOCTH

st obecriedenrst 3PPEKTUBHOTO pa3perieHus] HHIIUICHTOB HH(POPMALMOHHOM 0€301MacHOCTH
B ['BOY 583, MUHMMM3aLIMK NOTEPHh U YMEHBIIICHUS PUCKA BOZHUKHOBEHUS TOBTOPHBIX UHITUJECHTOB
JIOJDKHO OCYIIECTBIIATHCS YIPABICHUE UHIIMICHTaMU HH()OPMAITMOHHON 6€30I1aCHOCTH.

Jns ynpaBiieHUs MHUMACHTaMH MH()OPMAIMOHHONW O€30MacHOCTH J0JDKHA OBITh CO3/laHa
ciry>k0a MOHMTOPUHTA M PearupoBaHUs Ha MHIUACHTHl MHPOPMAIIMOHHONW 0E€30MaCHOCTH, KOTOpast
IIOCPEJCTBOM KOMIUIEKCA CPEACTB M MEpONpUATHH A cOopa M KOHCONIMZALMU HHGpOpManuu
00 MHIMJIEHTAaX pellaeT AaHHYI0 3aJady. B OTHOWIEHMM KaXKIOro MpPOHM3OLISNNIEr0 MHIHWICHTA
pabOTHUKaMU W3 CIy*kObl MOHUTOPMHIAa W pPEAarMpoBaHUs HA HHIUAEHTHl HMH(POPMALMOHHON
0€30IaCHOCTH JIOJKEH BBIMOIHATHCS €0 aHalu3, U pa3padboTka 3(h(HEKTUBHBIX MEp pearupoBaHUs
Ha JTaHHBIN HHIUJICHT.

AyauT cuctembl o0ecniedyeHnss HHPOPMANMOHHOM 0€30I1aCHOCTH



B nmemax oueHku Tekymero ypoBHsS uHpopManuoHHON Oe3omacHoctd ['BOY 583 nHa
PEryISIpHOI OCHOBE TOJIKEH MPOBOIUTHLCS ayJUT UHPOPMAIIMOHHOM 0€30M1aCHOCTH.

BHyTpeHHMe aynuThl JOJDKHBI BBIMONHATHCS paboTHukamu ['BOY 583. B uumcno 3amay,
pelIaeMbIX MpH MPOBEACHUN BHYTPEHHUX ayIUTOB HH(POPMAIIMOHHOM 0€301acHOCTH, BXOST:

cOOp M aHAJIM3 UCXOJIHBIX JAHHBIX 00 OpPraHM3alMOHHOW M (PYHKIIMOHAJIBHOW CTPYKTYpe
MH(OPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX JUISl OLICHKU COCTOSIHHSI CUCTEMBI 3alIUThl HH(OPMaLIUH;

aHaliM3 YTBEPXKACHHBIX OPraHU3allMOHHO-PACTIOPSAIUTENbHBIX JOKYMEHTOB [0 3alluTe
nH(popMaIuy Ha TPEAMET UX MOJHOTHI U Y()PEKTUBHOCTH, a TakKe POpMUpPOBAHNE PEKOMEHIAIIHIA
10 UX J0pabOTKe WK pa3pabOTKH HOBBIX;

obocHoBaHue (uHAHCOBOW J(P(HEKTUBHOCTH BHOBb MPHOOPETAEMBIX CPEJCTB 3aIIUTHI
uHpOpMaLNH;

IIPOBEpKa MPaBUILHOCTH BEIOOPA M HACTPOMKH CPEJICTB 3aIUThI HHpOpMaIH, GOpMUPOBaHKE
IPEUIOKEHUH M0 MCHOJIH30BAHUIO UMEIOIIUXCS CPEACTB 3aIIUTHl MH(GOPMALUU JJIsl MOBBIIICHUS
YPOBHsI HAIEKHOCTH U Oe30macHOCTH HHpopManMoHHbIX cucteMm [ BOY 583;

aHaJlM3 OTYETOB MO0 MPOU3OIICAIINM HHIUJCHTAM HWH(POPMAMOHHON 0€30MacHOCTH
U TIPUHATHIM MEpaM 110 UX pa3peleHulo.

IHoBbliIeHHEe 0CBEIOMJIEHHOCTH PAGOTHHKOB

B pamkax 'BOY 583 koMIuiekCHOTO MPOTHBOACUCTBHS yrpo3aM 0€30MacHOCTH WH(OpMaIUH,
UCXOIAUM oT paboTHUKOB I'bOY 583 JOJKHA IMOCTOSIHHO MOBBILIATHCS
WX OCBEIOMJICHHOCTH B 00JIaCTH 3alUThl HH(POPMAIIHH.

[NoBbIenue ocBenomiieHHoCTH padoTHrKoB 'BOY 583 ocymectBisercs:

no cymectByromuM B 'bBOY 583 opranuzanuoHHO-pacniopsiANTEILHBIM JOKYMEHTaM;

no npuMensieMbiM B [ BOY 583 mepam 3amutel nHpOopManuu;

0 NMPaBUJILHOMY HCIIOJIB30BAHUIO CPEACTB 3aIUThI HH()OPMALIHH.

7 3AKJIIIOYEHHUE

[Ipn wm3MeHEHWM AEUCTBYIONIIETO 3aKOoHOJaTenbcTBa Poccuiickoit denmepamuu B obiactu
3alIUTHl MHPOPMALIMU, a TaKKe OpPraHU3allMOHHO-PACTIOPAIUTENbHBIX TokyMeHTOB ['BOY 583
HacTosAmas [lommTuka ¥ WU3MEHEHUS K HEW NPUMEHSIOTCS B 4YacTH, HE IPOTHUBOpEYAllell BHOBb
IPUHSTHIM 3aKOHOJATENbHBIM U MHBIM HOPMAaTHBHBIM aKTaM, a TaK)K€ BHYTPEHHUM JIOKyMEHTaM
I'BOY 583.

Bce TpeOoBaHMs, YCTAaHOBJICHHBIE JCHCTBYIOIIUM 3aKOHOJATENLCTBOM  Poccuiickoii
®denepanyuu, NOA3aKOHHBIMU aKTaMU U JIOTOBOPHBIMU OTHOIIEHUSIMH, a Takxke noaxon 'bOY 583
K 00ECIIEYeHHIO COOTBETCTBUSL 3TUM TPEOOBaHMSM JOJDKHBI OBITH SIBHBIM 00pa3oM OIpeaelieHBl,
JOKYMEHTUPOBAHBI U MTOAJIEP/KUBATHCSA B aKTYAJIbBHOM COCTOSIHHUH.

I'bOY 583 B NOpHUOPUTETHOM HANpPABIEHUU JIOJDKEH PpaccMaTpUBAaThCs —IEPEXO]
a IPOrpaMMHOro 0OecrevYeHne OTeYeCTBEHHOIO MIPOU3BOANTENS, BKIIOYEHHOIO B €IMHBINA peecTp
POCCUICKMX MpOTrpamMM JUIs JIEKTPOHHBIX BBIYMCIMTEIBHBIX MAIIMH M 0a3 JaHHBIX. B TOM umcie
II0 YacTU CEPBEPHOr0, KOMMYTAIlMOHHOIO OOOpYIOBaHUS M NPOTrPaMMHO-aNMApPaTHBIX CPEACTB
BKJIFOYEHHBIX B EJIUHBIN peecTp pOCCUICKON PaAuO3IEKTPOHHON IPOLYKIIUH.

IlepecMoTp ¥ BHECEHHME H3MEHEHUHM B HacrosAulyro IlomuTUKy OCYIIECTBIIAIOTCS
Ha MEPUOINYECKON U BHEIIJIAHOBON OCHOBE.



8 CIIMCOK HCIIOJIb30OBAHHBIX HCTOYHUKOB

1  ®enepanbhblit 3aK0H 0T 27.07.2006 Ne 149-d3 «O6 wuHbopmanmu, UHGOPMAITMOHHBIX
TEXHOJIOTUSX U O 3aIIUTE UHHOPMAITII.

2 ®epnepanbubiit 3aK0H 0T 06.04.2011 Ne 63-D3 «O06 37EKTPOHHOU MTOATTHCH.

3 Ilocranosnenue IlpaBurensctBa Poccuiickoii @enepauuu ot 16.04.2012 Ne 313
«O0 ytBepxaeHuu [lonoxkeHus o JUIEH3UPOBAHUM JIEATEIBHOCTH 10 pa3pabOTKe, MPOU3BOJICTBY,
pacnpocTpaHeHHI0 MH(PPOBATBHBIX (KpUOTOrpaUUecKuX) CpPEeACTB, WH(POPMALMOHHBIX CHCTEM
U TEJIEKOMMYHHMKAllMOHHBIX CHCTEM, 3alllUIICHHBIX C HCIOJb30BaHHEM IH(POBAIBHBIX
(kpunTorpaMuecKrux) CpeACTB, BBHIIOJHEHHUIO pabOT, OKa3aHUIO yciayr B oOiactu mm@poBaHus
nH(popMaIuK, TEXHHUYECKOMY OOCITY)XMBAaHWIO MHU(PPOBaTBHBIX (KpUNTOTpauUecKux) CpeACTB,
UH(POPMALIMOHHBIX CHUCTEM M TEJIEKOMMYHUKAIIMOHHBIX CHCTEM, 3aIIMIIEHHBIX C UCIOJIb30BaHUEM
MUGPOBATHHBIX (KpUNTOTPaPUIECKUX) CPEACTB (32 UCKIIOYCHHEM Ciydas, €ClId TEXHHYECKOE
oOciy)xuBanue MUQPOBATBHBIX (KpUNITOrpahUUEecKUX) CpeAcTB, HH(DOPMAIIMOHHBIX CHUCTEM
U TEJIEKOMMYHHMKAllMOHHBIX CHCTEM, 3alllUIICHHBIX C KCIOJb30BaHUEM IIH(POBAIBHBIX
(kpunTorpaMuecKux) CpeICTB, OCYILECTBISETCS Uil oOecredyeHus: COOCTBEHHBIX HYXKI
IOPUAMYECKOTO JINLA WIH UHIUBUAYAIBHOTO IPETPUHUMATES ).

4 Tlocranosnenune IlpaButenbctBa Poccuiickoit ®enepaumu ot 01.11.2012 Ne 1119
«O0 yTBepKIeHUH TpeOOBaHWUW K 3allUTE TMEPCOHANBHBIX JaHHBIX TNpH HX 00paboTKe
B HH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX).

5 TIlpukaz @OAIICHU ot 13.06.2001 Ne 152 «O6 yrBepxacHuu MHCTpyKIIHHI
00 I'bOY 583 u obecrieuennu 6€30MacHOCTH XpaHEHHsI, 00paOOTKU U IepeIadn MO KaHaJIaM CBS3H C
HCIIOJIb30BAaHUEM CPEJCTB KPUIITOrpapUuecKoi 3aliuThl HH()OPMALUU ¢ OTPAHUYEHHBIM JTOCTYTIOM,
HE COJIepaKalllel CBEACHUH, COCTABIIOIINX FOCYAapPCTBEHHYIO TAMHY.

6 Ilpukaz ®CB Poccum ot 09.02.2005 Ne 66 «O06 yrBepxacHuu IlomoxxeHus
0 pa3paboTKe, IPOU3BOJCTBE, PEATU3AIMH U SKCIUTyaTalluH MU(PPOBATBHBIX (KpUNTOrpadUIECKUX )
cpencts 3amuTel uHGopManuu (I[Tonoxenune [TK3-2005)».

7  Ipukaz ®CTIOK Poccun ot 11.02.2013 Ne 17 «OO6 yrBepkaeHUH TPeOOBAHHA O 3aIIUTE
nH(OpMAIIMK, HE COCTABISIONICH TOCYJApCTBEHHYIO TalHY, COJAEp)KAIEHCS B TOCYIapCTBEHHBIX
MH(QOPMAIMOHHBIX CHCTEMAX).

8 IIpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «OO0 yTBepKICHUU COCTaBa U COJCPKAHUS
OpPraHU3aIMOHHBIX U TEXHUYECKUX Mep M0 00ecTieueHIo 0€30MacHOCTHU NEPCOHANTbHBIX JaHHBIX IPU
X 00paboTke B MH(OOPMAIIMOHHBIX CHCTEMaX IMEPCOHATBHBIX JaHHBIX).

9 IIpuka3z ®Cb Poccum ot 10.07.2014 Ne 378 «O06 yrBepxknennn CocTaBa U CoJepKaHUs
OpraHU3aIMOHHBIX U TEXHUYECKUX Mep 10 00eCTIeYeHHIO 6€30IaCHOCTH MEPCOHABHBIX JAHHBIX MIPU
ux 00paboTke B MH(OPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX C MCIOJIB30BAaHUEM CPE/ICTB
Kpuntorpaguueckoi 3ammThl MHGOpPMALKU, HEOOXOMUMBIX JI BBIIOJHEHUS YCTaHOBJICHHBIX
[IpaButensctBoM Poccuiickoit ®denepanuu TpeOoBaHUN K 3alIUTE MEPCOHATBHBIX JTaHHBIX
JUTSL KQKJIOTO U3 YPOBHEU 3aIIUIIIEHHOCTH.

10 TOCT P 51624-2000 «3ammra wuHpopManud. ABTOMATU3MPOBAHHBIE CHCTEMBI
B 3aIIMIIEHHOM HcTIoHeHUH. O01mume TpeOoBaHUSDY.

11 TOCT P 51898-2002 «AcnexTsl 6e30omacHocTH. [IpaBria BKIIOUEHUS B CTAHIAPTHD».

12 TOCT P 50.1.056-2005 «Texnuueckas 3ammra HHPOpMauuud. OCHOBHBIE TEPMHUHBI
U OTIIPEJICIICHUS.

13 TOCT P NCO/MDBK 27001-2006 «udopmarnimonHas TexHojgorus. MeToasl U CpelicTBa
6e3omacHocTH. CHCTEMBI MEHEPKMEHTa MH(POPMAIIMOHHON 0€301acHOCTH. TpeOoBaHUs».

14 TOCT P 50922-2006 «3ammra nadpopmaruu. OCHOBHbIE TEPMUHBI U OTIPEICICHUS.

15 TOCT P 51275-2006 «3amurta unpopmaruu. O0bekT uHbOpMaTtH3anuu. DaxTopsl,
BO3/ciicTBYIOMME Ha nHpOopMarmio. OOIIIHE MOTOKEHUS.

16 TOCT P MCO/MBK TO 13335-5-2006 «MupopmanmionHasi TeXHOJOTHs. MeTobl
U cpencTBa obecrieueHust 6e3onacHocTH. Yacth 5. PyKOBOJICTBO MO MEHEKMEHTY 0e30MacHOCTH
CETH.

17 TOCT P HCO/TO  13569-2007 «®unancoBble  yciayrd. PexkomeHnanuu



1o “H()OPMAIIMOHHOM 0€30TTaCHOCTI.

18 T'OCT P UCO/MDBK 27005-2010 «MupopmarnmonHas TexHosgorus. MeToasl U CpelicTBa
obecrnieueHus 6€30macHOCTH. MeHEeKMEHT prcka HHPOPMAITMOHHOW 0€30IacHOCTHY.

19 TOCT P UCO/MDK 27004-2021 «MupopmarnimonHas TexHojgorus. MeToasl U CpelicTBa
obecrieuenust 6e30macHOCTH. MeHeKMEHT HHPOPMAIIMOHHON 0€301macHOCTH. MOHUTOPHHT, OLICHKA
3aIUIICHHOCTH, aHAJIN3 U OLICHHUBAHHKE).

20 T'OCT P 51897-2021 «MeHemxMeHT pucka. TepMHUHBI ¥ OIIPEIETCHUSI.

21 TOCT P 52069.0-2013 «3ammra undpopmauuu. Cucrema crangaptoB. OCHOBHBIE
TIOJIOKEHU .

22 KoHuemnmus nH(OPMAITMOHHON 0€e30I1acHOCTH HUCIIOJIHUTEIILHBIX OpraHoB
rocynapctBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.
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