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NHCTPYKIUSA
0 NPpUMEHEHMH CPeCTB AHTUBUPYCHOI 32N THI MHGOPMaIUK



1. Tepmunwl u onpedenenusn

B HWHCcTpyKumu 0 MpUMEHEHWH CPEACTB AaHTUBUPYCHOW 3aIuThl HHGOpMAIU (anee
- MHCTpYKIHMS) HCTIONIB30BaHbI CIEAYIOIINE TEPMUHBI M ONPEICICHUS:

Ilonv306amenu - NOMKHOCTHBIE JHUIA, a TaKXKe BCe ApPYrue JHIAa U OpraHU3aluw,
UCTIOJIB3YIONINE B pabOTE CPEeICTBA IIEKTPOHHO-BBIUNCIUTEIbHON TEXHUKH.

AomuHucmpamopel aHmusupycHou 3awumel uHgopmayuu (Jaiee - aAMHUHHCTPATOPbI
AB3) - HOKHOCTHBIE JIMLA TIOPA3/ICICHUs], HA3HAYCHHBIE OTBETCTBEHHBIMH 32 3KCILTyaTaIUIO
CPEICTB aHTUBHUPYCHOM 3amuThl HHQOpPMAIMK U OOecleyuBaloulie OpraHu3aluio u
3P PEKTUBHOE HCIIOJIb30BAaHHE CUCTEMBI aHTUBUPYCHOM 3alIUTHI HH()OPMAIIHH.

Jlokanvho-evruucaumensvnas cemov (nanee - JIBC) - rpymma OBM, a Takxke
nepudepuitHoe 000pyAOBaHUE, OOBEIUHEHHbIE OJHUM WJIM HECKOJIHKUMH ABTOHOMHBIMH
(HeapeH1yeMbIMH) BBICOKOCKOPOCTHBIMU KaHAJIaMU Tepefadd IUGPOBLIX AAHHBIX B Mpeaenax
OJTHOTO MJIM HECKOJIBKUX OJM3JIekKAIUX 3TaHHH.

Aumueupycuas 3awuma uHgopmayuu - CUCTEMa OPraHU3AUOHHO-TEXHUYECKUX
MEPONPHSITHIA, TPEOOBAHUN M YCIOBUI HUCIIOJIB30BAHUS DJICKTPOHHO-BBIUUCIUTEILHOW TEXHUKH,
npeIHa3HayeHHast s MpeI0TBPALECHUS 3apakeHHUs MPOTrPaMMHBIMU  BUpYCaMHu
UH(POPMALIMOHHO-BBIYHCITUTEIBHbBIX pECypcoB  IOCPEACTBOM  IPUMEHEHMSI  CPEICTB
AQHTUBUPYCHOMU 3alIUTHI HH()OPMALIHH.

Bpeoonocnas npocpamma - mporpaMma i JIEKTPOHHO-BBIUMCIMTEIbHBIX MallUH
(OBM), 3aBenomMo TpUBOAMAIIAS K HECAHKIIMOHUPOBAHHOMY YHHUUYTOXXCHHIO, OJIOKHPOBAHUIO,
MOIUGHUKAIMK JIMOO KOMUPOBAHHUIO MH(pOpMaLuu, HapyumeHuio pabotsl 9BM, cucremsr 3BM
WM UX CETH.

Ilpocpammmusie  6upycvl - pa3HOBUJHOCTb  BPEJOHOCHBIX NPOrpaMM, OTIMYUTEIBHON
0COOEHHOCTBIO KOTOPBIX SIBJISICTCS CIIOCOOHOCTD K pa3MHOKCHHIO
(camopernukanuu). B gomoiHeHWe K 3TOMY OHM MOTYT TOBPEXIAaTh WIM IMOJHOCTBIO
YHUUTOXKaTh JlaHHbIE, MOJKOHTPOJIbHBIE IOJB30BATEN0, OT KMEHU KOTOPOro OblLia 3alylleHa
3apakeHHast Iporpamma.

HUnghopmayuonno-mexnuveckas cnyxoa — CTpyKTypHOE TMOAPA3JIEICHUE OpraHu3allvy,
OTBETCTBEHHOE 3a (DYHKIIMOHUPOBAHHE ABTOMATHU3UPOBAHHBIX HH(POPMALMOHHBIX CHCTEM H
3JIEKTPOHHO-BBIUUCIUTENFHON TeXHUKU. B HEOONbIIMX OpraHu3anusx Ha HEro MOTYT OBITh
BO3JIOKEHBI U (PYHKLUU CITYXObl HH(OPMAIIMOHHON 0€301aCHOCTH.

2. Obuwue nonoxcenusn

1. Hacrosimass MHcTpykuusi pazpaboTaHa B LENAX OCYHIECTBICHUS aHTUBUPYCHOU
3aImuTH HH)OPMAIUH, CoepKaIIeics 1 00pabaThiBaeMO Ha pabOYMX CTAHIUSAX CTPYKTYPHBIX
MoJIpa3eliecHuit OpraHu3alui, OT HECAHKIIMOHUPOBAHHOTO KOMWPOBAHUS, MOAU(PHUKAIUU WU
pa3pylieHusl JaHHBIX, MCIOJNb3YyEMbIX B JAEATEIbHOCTH YUPEXKIEHHUS, a TakKe HapyIICHUS
paboThI HCIOJIB3YeMOTr0 MPOTPAMMHOTO 00ECIeueHUs] MpU BO3ACHCTBUM BHUPYCOB U JPYTUX
BPEIOHOCHBIX  MpPOrpaMM  TIOCPEACTBOM  KOMIUIEKCAa  OpraHU3alMOHHO-TEXHUYECKUX
MEpONPHUATHIA IO 00ecTieyeHnI0 HH(POPMAIIMOHHOIN 0€30MacHOCTH.

2. Hacrosimas MHCTpyKIMSL onpenenser MOpsSa0K NPUMEHEHUS CPEICTB aHTUBUPYCHOM
3alIUTBl B CTPYKTYPHBIX MOAPA3JEICHUSX, 3a/1auH, OOS3aHHOCTU WU TpaBa aJIMHUHHUCTPATOPOB
AB3, monbp3oBaTenell CpeCcTB aHTUBUPYCHOW 3alTUThl MH(OpPMAIUH, TOPSIOK YCTAHOBKH H
NpUMEHEeHUs OOHOBIICHHM, MOJKIIOUYEHHUS CPEACTB aHTHBHPYCHOW 3alIUTHI, a TaKXe MOPSIOK
JUKBUJIAIIUU TIOCJIEJICTBUI BO3AEUCTBUS TPOrPAaMMHBIX BUPYCOB.

3. TpeGoBanust Hactosimeld WHCTpyKIMM O00s3aTeNbHBI [UIS  BBIIOJHEHUS BCEMHU
MOJIb30BATENSIMU M aaMuUHUCTpatopamu AB3, a Takxke HHBIMU JIMIIAMH, HCIOJIb3YIOIIUMU
Cpe/CTBa BBIUMCIUTEIHLHON TEXHUKH.

4. OOmee pyKOBOACTBO oOecredyeHHeM aHTUBUPYCHOM 3aluThl WHPOpMAIMU B
OCYIIECTBIISIETCS HH(POPMAITMOHHO-TEXHUYECKON ciyx)0oi (nanee - U'TC) u oTBETCTBEHHBIM 3a
nH(pOopMaIMOHHYIO 0€30MaCHOCTh M TEXHUYECKYI0 3ammuTty uHpopmaruu UTC.



5. OtBeTcTBeHHBI 3a WH()OPMANMOHHYIO OE30MACHOCTh U TEXHUYECKYIO 3aIUTy
nHpopmarnuu UTC ocymecTBiseT HEMOCPEACTBEHHOE PYKOBOJICTBO OpTaHMU3aIleld MPOBEICHUS
paboT mo aHTHUBUPYCHOHM 3amuTe MHGOpPMALUU B OpraHu3anuu yepe3 corpyaaukos UTC.

6. [IpakTHueckoe penieHue 3a7ad, CBI3aHHBIX C OpraHU3alMell aHTUBHUPYCHOW 3alllUThI
uH(pOpMaIllMd ¥ TPUMEHEHHUEM CPEICTB aHTUBHPYCHOMN
3alUThl UHGOPMAIIUU B CTPYKTYPHBIX MOJApa3AeNeHUsIX, ocymiecTsisercs corpyaaukamu UTC.

7. llpu BO3HHKHOBEHMM CHUTyallMid, HE BKJIIOUYCHHBIX B IIOJOKEHUS HACTOALIECH
NHcTpykiuu, pelieHre mNpuHUMaeTcd aamMuHucTtpatopoM AB3  mo corjmacoBanuio ¢

OTBETCTBEHHBIM 32 MH(POPMALMOHHYIO 0€30MaCHOCTh M TEXHMUYECKYIO 3aIUTy HWH(OpMAIHH
HTC.

3. llops0ok npumenenus cpeocme aHmMusUPyCHOU 3auiumaol
UHpopmayuu ¢ 00pazoeamenbHOM YUpPeHcOeHUU

1. CpeacrBa aHTUBHPYCHOHM 3alIUTHl MHPOPMAIMHU JTOJDKHBI YCTAaHABIMBATHCS HA BCEX
CPEICTBaX BBIYMCIUTEIbHON TEXHHUKH, SKCIUTYaTUPYEMbIX B 00pa30BaTEIbHOM YUPEKICHUU.
[Ipu TexHONOTMYECKOH HEOOXOMUMOCTH Ha OTHCNbHBIC CPEJCTBA BBHIYMCIUTEIBHON TEXHUKH
CpeICTBAa AHTUBUPYCHOM 3aIIUThl MHGOpPMAIMU MOTYT HE ycTaHaBiuMBaTbca. CHHCOK TaKUX
UCKIIIOUeHUH yTBepxkaaercsa pykosoaureneM UTC u nepecmarpuBaeTcs €KEroIHO.

2. Tlopsamoxk  mOpuUMEHEHHS  CPEACTB  AHTUBHPYCHOW  3amUThl  WHOOpMAIUu
YCTAQHABJIMBACTCS C YUYETOM COOIIOICHUS CIEAYIOUINX TPEOOBAHMIA:

- 00s3aTeNbHbII BXOJIHOM KOHTPOJIb 32 OTCYTCTBHEM IMPOTPAMMHBIX BUPYCOB BO BCEX
NOCTYMAIONIMX Ha OOBEKT WHGPOPMATU3ALMHN IJNEKTPOHHBIX HOCHUTENAX HH(MOpMAIHH,
MH(OPMALIMOHHBIX MacCHUBaX, MPOrPaMMHBIX CPEJICTBaX OOIIEro U CrenuaibHOr0 Ha3HAYCHUS;

- oOs3arenbHass TpPOBEpKa BCEX OIEKTPOHHBIX THCEM Ha MpPEeaIMeT OTCYTCTBUS
IPOrPaMMHBIX BUPYCOB;

- IepUoANYECcKas IPOBEpPKa HA MPEIMET OTCYTCTBHS NMPOTPAMMHBIX BUPYCOB XKECTKHX
MarHUTHBIX JMCKOB (HE peXe OJHOTO pa3a B HENENI0) U o0s3aTenbHas MPOBEPKAa ChEMHBIX
HocuTenel nHdopMaIy nepes HayajaoM padoThl C HUMU;

- BHEIUIAHOBash IMpOBEpKAa JKECTKMX MAarHUTHBIX JHCKOB M CHEMHBIX HOCHUTENEH
nH(pOpMAIIMU B CIIydae MOI03PSHIS Ha HATHYKE TIPOTPAMMHBIX BUPYCOB;

- BOCCTaHOBJICHHE Pa0OTOCIIOCOOHOCTH MPOTPAMMHBIX CPEACTB U WHOOPMAITMOHHBIX
MacCCHBOB, ITOBPEXKJACHHBIX TPOTPAMMHBIMU BUPYCAMH.

3. YNoJHOMOYEHHOE JHMII0 OpraHW3allMh IO AaHTHBUPYCHOM 3amuTe HWHHOPMAIUI
o0ecreynBaeT:

- ympaBieHuWe KOH(UTypalueld W JIOTUYECKOW CTPYKTYypOH BCEro MPOrpaMMHOTO
o0ecrevYeHns CUCTEMbI aHTUBUPYCHOM 3aIIUThHI HH()OPMALIHH;

- yIOpaBJ€HHE YCTAHOBKOM ¥ OOHOBJIEHHMEM JIMLEH3UOHHBIX KIIOYEH CpencTB
AHTUBUPYCHOMU 3aIIUTHI HH()OPMALINH;

- yIpaBJI€HHWE  PACCHUIKOW W YCTAaHOBKOW OOHOBIICGHMM 0a3 CpeICTB aHTUBUPYCHOM
3alUTh MH(OpMAINH;

- OrpaHHYeHHE JOCTylla [oJIb30BaTelel Ha paboyumx MecTtax K HacTpoHKam
YCTaHOBJICHHBIX CPEACTB aHTUBUPYCHOM 3aIUTHI HH(DOpMAIIHH;

- HACTPOMKY pacCBUIKM COOOIIEHHN 00 OOHapy>KEHWH BHPYCOB, O cOOsSX B paboTe
CPEJCTB aHTUBUPYCHOM 3aIIUTHI U T.IL.;

- ylIaJeHHOEe pelleHHe MpoOJieM, BO3HMKAIOUIMX B IMPOLIECCE HCIIOJIb30BAHUS CPEICTB
AHTUBUPYCHOM 3aIIUTHI HH()OPMAIIHH.

4. lns pabouymx CTaHIMA W CEPBEPOB, KOTOphle HE HMeloT monakmodeHuss k JIBC,
CpeICTBAa AHTUBUPYCHOW 3amuThl WH(DOpMAIMU [JI HUX YCTAHABIMBAIOTCS JIOKAILHO B
MOpSIZIKE, OMpPEACIICHHOM aaMuHUcTpatopom AB3, ¢ yuetom TpebGoBaHW HACTOSIICH
HNuctpykuuu.



5. MWHcTammsaumuss ¥ HACTpOWKa CpEICTB AaHTUBUPYCHOM 3aIIuThl WH(pOpMaLUU
OCYILIECTBIISIFOTCA B COOTBETCTBUM C MPOTrPAMMHOM M SKCIUTyaTal[MOHHOW JTIOKYMEHTAalIUEH,
MIOCTaBJISIEMON B KOMILJIEKTE C HUMH.

6. KonupoBanue nro00i wHPOPMAIMK, TIEPEHOCHMON C TMOMOIIBIO JIFOOBIX CHEMHBIX
HocuTeneil MHPOpPMAaLUK, IOJKHO MPOU3BOIUTHCS TOJNBKO IOCIE MPOBEACHUS NPOIETyphI
MIOJIHOT'O AaHTUBUPYCHOTO KOHTPOJISI ChEMHOI'O HOCUTES.

7. AHTUBHpYyCHas  Tpo(duIaKTUKa SBISETCS HEOOXOMUMBIM D3JIEMEHTOM 3alllUThI
UH(OPMALIMOHHBIX ~ PECYpCOB  YUPEXKACHHUS OT HMX MOAUDUKAIMM U  YHHUYTOXKEHUS.
AHTUBHpYCHAasT TPO(UIAKTHKA COCTOSHUS CPEICTB AHTHBHPYCHOW 3alIUThl MHGOpMAIUU Ha
cepBepax U pabouyMx CTaHIUAX JOJKHA MPOBOJUTHCS MO COTIACOBAHUIO C aIMUHUCTPATOPaMU
AB3 B Hepabouee BpeMmsl, 32 UCKITIOUEHHEM BHEIITATHBIX CUTYaIUH.

4. Ilopsaook o6no6nenus 6a3 OAGHHBIX CPEOCHI8 AHMUBUDPYCHOIL 3aUiUmMbl UHGOpMayuu

1. CBoeBpeMeHHOe OOHOBIEHHE 0a3 JaHHBIX  CPEJICTB AHTHBHPYCHOW 3alllUTHI
UH(POPMALIUU B CTPYKTYPHBIX MOAPA3EICHUSX SBIIAETCS HEOThEMJIEMON YacThl0 OOECIIeUCHHUS
3 PEKTUBHON TMOJUTHKH AHTHUBHPYCHOU 3aIUTHI HH(OPMAIIHH.

2. O6HoBIIeHHE 0a3 MAHHBIX CPEJCTB AaHTUBUPYCHOW 3alIMTHI MHPOpPMAIMU HA pabounx
CTaHIMX, YCTAHOBJIEHHBIX JIOKAJIBHO B CTPYKTYPHBIX MTOAPA3JEIECHUAX, T0JKHO IPOU3BOAUTHCS
HE pEKe OJHOTO pa3a B HEACIIO B TMOPAJKE, yCTaHABIMBAEMOM aaMHUHUCTpatopoM AB3, c
y4eToM TpeboBaHMii HacTosmel MHCTpyKIun.

3. Ha pabGouem mecte ammuuuctparopa AB3 MoOryT OBITH yCTaHOBJIEHBI CpPEJCTBA,
nospossromue  uyepes JIBC ynpaBiasTe KOMIIOHEHTAMHM CHCTEMbl AHTUBHUPYCHOM 3alllUTHI,
YCTQHOBJICHHBIMM Ha pPa004MX CTaHLUAX M CepBepax B CTPYKTYPHBIX MOApa3ACICHUAX, a
TaKXe MPOBOAUTH OOHOBIEHHsS 0a3 CpelCcTB aHTUBHUPYCHOHM 3ammThl HHpopMaruu. B cinyyae
ecnu pabouasi CTaHIMS TOJb30oBarens He mnoakiatoueHa kK JIBC, oOHoBieHue cpenacTs
AHTUBHUPYCHOM 3aIUTHI HH(OPMAIH TPOU3BOAUTCS T0JIb30BATENIEM UYepe3 ChEMHBIE HOCHTEIH
uHpopmauuu. [lepuoaUYHOCTH OOHOBIIEHUS ONpeAeseTcs NPOrPAMMHBIMU TpPeOOBaHUAMHU
CpEeACTB aHTUBHPYCHOW 3alMThI HH(OPMAIMK WIN YCTaHABIMBAaeTCs aAMUHUCTpaTopoM AB3.

5. Ooba3zannocmu, npasa u nOPAOOK HA3ZHAYEHUA AOMUHUCMpPamopos AB3

1. Anmunuctpatopsl AB3 00s3aHbl oOecrieunBaTh COOJIOACHUE B  YUPEKIACHUU
NOJUTUKM AHTUBUPYCHOM 3amiuThl HMHGOpMAlMM M  BbIABICHHE (AKTOB  3apa)KeHUs
IPOTPaMMHBIMU BUPYCAMHU.

2. K ocHOBHBIM 3amadyaMm aamuHuctparopa AB3 oTHocsATcA opraHuzanus mnpoiiecca
YCTAHOBKH U OOHOBIICHHSI CPEJCTB aHTUBUPYCHOM 3alIUThl HH(OpMaIK
Ha pabo4MX CTaHLMUAX MOJIb30BaTeNIel U 00ecreueHre TEXHUUECKOTO CONPOBOXKICHUSI IEHCTBUM
NOJIb30BaTeNe B Caydasx OOHApYKEHHs NPOTPaMMHBIX BHPYCOB, a TaKXKe OCYIIECTBICHHE
KOHTPOJIS 32 COCTOSIHUEM CHCTEMbl AHTUBUPYCHOM 3aIlUThl HHPOPMALIUH.

3. Anmunucrparop AB3 HeceT OTBETCTBEHHOCTb: 33 CBOEBPEMEHHYIO  YCTaHOBKY
CPEACTB aHTUBUPYCHOW 3aIlUThl MHPOPMALINY;

- 32 HKCIUTyaTalI0 CUCTEMbl aHTUBUPYCHOM 3aIIUTHI HHPOPMALIUY;

- 32 CBOEBpPEMEHHOE OOHOBJICHHE JMLEH3UH Ha CpEeACTBA AHTUBUPYCHOM 3alllUThI
uHpOpMaLNH;

- 3a CBOEBpPEMEHHOE OOHOBJIEHHME 0a3 JaHHBIX CPEICTB AHTUBUPYCHOH 3allUTHI
uHpOpMaLIUH.

4. Anpmunuctpatop AB3 umMeer npaso:

- BHOCUTh MPEIJIOKEHHUS [0 COBEPIICHCTBOBAHUIO CHUCTEMBl aHTUBUPYCHOM 3alUTHI
UH(POPMALIUU B CTPYKTYPHBIX NO/Ipa3AeIeHUAX 00pa30BaTEIbHOTO YUPEKIACHHUS;



- IpUHUMAaTh Yy4YacTUE B IUIAHUPOBAHUM MEPOIPHUATHII 110 aHTUBUPYCHOH 3aIiuTe
MH(POPMALUU B OPraHU3alMy U IJIAHUPOBAHUU OCHAIIEHUS CPEICTBAMU aHTUBUPYCHOM 3aIlUTHI
UH(OPMALIUU CTPYKTYPHBIX MOAPA3ACICHHIA;

- OCYHIECTBIIATh KOHTPOJb COCTOSIHUSL CPEJICTB AHTHMBUPYCHOW 3aIllUThl MH(pOpMALUU
B CTPYKTYPHBIX IIOJIpa3Ie/ICHUsX;

- IPOBOAUTE CIIYKEOHBIE NPOBEPKHU IO (aKTaM 3apa)xKeHUs MPOrpaMMHBIMH BHPYCaMHU
aBTOMATH3UPOBAHHBIX CHCTEM 00pabOTKM HMH(OPMAIMN U CPEICTB BHIYUCIUTEIBHON TEXHUKH
B CTPYKTYPHBIX MOJpa3aeNeHsIX 00pa30BaTeNbHOIO YUPEXKICHMS,

- OKa3bIBaTh MOMOUIb B PEHICHUU MPOOJIEM, BOZHUKAIOUIMX PU AKCIUTyaTal[dH CPEICTB
AHTUBUPYCHOM 3alMThl HMH(OpMAnUK B CTPYKTYpPHBIX MOJpPAa3/ENeHUsX 00pa30BaTEIbHOTO
YUPEXKIEHUS.

5. Haznauenne ammunuctparopoB AB3 opranuzanuu OCYyHIECTBIISIETCS HA OCHOBAaHHUM
IprKas3a 1Mo o0pazoBaTEeIbHOMY YUPEKACHUIO C 00sA3aTENbHBIM OTPAKEHUEM OOSI3aHHOCTEH B
JOJPKHOCTHOW MHCTPYKLIUU.

6. O6s3aHHOCTH aAMUHHUCTpaTopoB AB3 Moryr coBMemarth JOKHOCTHBIC Imua,
Ha3HauYEHHbIC AJMHHHMCTpaTOpaMM 0a3 JaHHBIX (AaBTOMATHU3MPOBAHHBIX HH(OPMAIIMOHHBIX
cucrem), crerpanuctel UTC. Anmunucrparopamu AB3 He MOTYT OBITH JODKHOCTHBIC JIMIIA
CTOPOHHMX OpraHu3anuii. JloJKHOCTHBIE JIUIA, UCIIOJIHAOLINE 0053aHHOCTH aJMUHUCTPATOPOB
AB3, yTBepkaaeTcs NprUKa3oM pyKOBOAMUTENSI 00Pa30BaTENbHOTO YUPEKIACHHUS.

7. O6s3aHHOCTH amMUHUCTpaTOpoB AB3 opranusamnuu npyrue JiMima MOTYT UCIOJHSITH
TOJIKO Ha OCHOBAaHMU IIPUKAa3a pPYKOBOAMTENS OpPraHU3allud O BpPEMEHHOM MCIIOJIHEHHUH
oOsi3aHHOCTEN aaMuHHCTpatopa AB3, B KOTOpOM yKa3aH CpPOK HCIIOJIHEHHS OO0S3aHHOCTEH
aamuHKMCcTpaTopa AB3.

6. Obsa3annocmu nonv3zoeamelieil CpeoCcme AHMUBUPYCHOU 3auiUmMbl UHGopMmayuu

1. Tlonmp3oBarenb 00s3aH W3YYUTh HACTOSIIYI0 WMHCTPYKIHIO M O3HAKOMHUTBCS C
HEO0OXOIMMOCThIO HECEHHUSI OTBETCTBEHHOCTH 3a BBIMIOJIHEHUE ee TPeOOBaHUM MO/ POCTHCh.

2. [Tonb3oBarensm 3ampeniaeTcs:

- OTKJIIOYATh CPEICTBAa aHTUBUPYCHOM 3aIlUThl HH(OPMALIUU BO BpeMs paboThI;

- WCMOJB30BaTh CPEICTBA AHTUBUPYCHOW 3amUTHl WH(GOPMAIMH, OTIUYHBIE OT
nogaepxxkuBaeMbix UTC, nmepedeHb KOTOPBIX TOBOAUTCS 10 cBeneHus nonb3oBateneit UTC wnmn
aaMuHKMCcTpaTopoB AB3;

- 0e3 pazpemenus agmuauctparopa JIBC u anmuauctparopa AB3 komupoBath Jito0bIe
¢aiinel, ycTaHaBIMBaTH MW  HCIOJB30BAaTh JII00OE€ TpOrpaMMHOE oOecriedeHue, He
MpeHa3HaYeHHOE I BBITIOJHEHUS CITY>KeOHBIX 3aa4.

3. BBox wuHpOpManmuMu ¢ MarHUTHBIX, ONTUYECKUX, MATHUTOONTHYECKUX H JFOOBIX
JIPYTUX ChEMHBIX HOCUTeNel HH(GOpMalluu HECIyKeOHOro XapakTepa AOJKEH OCYHIECTBIATHCS
I10JIB30BATEJIEM TOJIBKO € paspeuieHus agmuuuctparopos JIBC wim agmunnctpatopos AB3.

4. B ciyyae mNOABJIEHUSA MOJO3PEHUM HAa HAJIMYME TpOrpaMMHBIX BUpycoB B JIBC
MOJIL30BATENH JOJKHBI HEMEAJIEHHO MponH(opMupoBath 00 3TomM aamuHucTpatopa AB3. B
CIy4yae BBISBJICHHS WHIMICHTOB ((PakTOB M T.M.), CBS3aHHBIX CO cOOSIMH B paboOTe CPEICTB
AHTUBUPYCHOW 3alllWTHI, IMOJIb30BaTeNh OO0s3aH HE3aMEUIUTEILHO COOOIUThL 00 3TOM
OTBETCTBEHHOMY 3a MH(POPMAIMOHHYIO OE€30MacHOCTh M TEXHHUYECKYIO 3aluTy WH(popManuu
UTC.

7. llopsaook deiicmeuit nonv3oeameneit u admunucmpamopogé AB3
npu 0OHAPYHCEHUU BUPYCO8

1. OCHOBHBIMHU MYTSIMH MPOHUKHOBEHUSI BUPYCOB B MH(GOPMAIIMOHHO - BBIYUCIUTEIBHYIO
CeTh OPTaHU3AIMH SBIAIOTCS: TMOKWE MArHUTHBIC JTUCKU, KOMIAKT-IUCKH, WHBIE ChEMHBIC
HAKOMUTENU MH(OpPMaLIKH, JJIEKTPOHHAS ToYTa, (aiiiel, moxydyaemble U3 cetu HTepHeT, panee



3apakeHHbIE pa0ouue CTaHIUU. B ciiydae oOHapyXeHUs MPOrPaMMHBIX BUPYCOB IPU BXOJTHOM
KOHTpOJIE OTYYKJaeMbIX HocHTeleld uH(opMmanuu, (aioB WIM IOYTOBBIX COOOIICHHH,
MOCTYMHBIINX B CTPYKTYPHBIC MOAPA3/IEICHNUS, TIOIb30BATENb JTOJIKEH:

- IPUOCTAHOBUTH MpoOIlecC MpHeMa-nepenadu HHPpopMalny;

- coobmuTh agMuHHCTpaTOpy AB3 WM OTBETCTBEHHOMY 3a HWH(POPMAIMOHHYIO
0e30macHOCT, W TexHuW4eckyro 3amuty wuHbopmamuun WTC 0 ¢akte OOHApYKECHHS
IPOrPaMMHOTO BHPYCA;

- OPUHATH O COTJIACOBAHUIO C aAMUHHCTpaTopoM AB3 Mepbl 1O JOKalu3aluh |
yIaJeHUI0 TMPOTPAMMHOTO BHUpPYyCa C HCIOJNB30BAHHEM CPEICTB AHTUBUPYCHOH 3alllUTHI
nHpopMmanuu;

- coo0muTeh O QaxkTe OOHAPYXKEHHS MPOrPaMMHOIO BHpYyca B CTPYKTypHOE
nojpas3fieliecHue, M3 KOTOPOro MOCTYHWJIM 3apa)KCHHbIE CbEMHbIE 3JEKTPOHHBIE HOCUTENIU
uHpopManuu, Gpanssl UM TOYTOBBIE COOOILIECHUS.

2. Ilpu oOHapyXeHHH TPOrpaMMHBIX BHPYCOB B Tipoiecce oOpaboTku WHOOpMaIuu
MOJIb30BaTeNh 003aH:

- HEMEIJIEHHO NMPUOCTAHOBUTH BCE PabOTHI;

- coobmuTh agMuHUCTpaTOpy AB3 WM OTBETCTBEHHOMY 3a HWH(POPMAIMOHHYIO
0e30macHOCTh W TexHW4eckyro 3amuty wuHbopmamuun WTC 0 ¢akTe OOHApYKECHHS
MPOTPaMMHBIX BUPYCOB;

- OPUHATH 1O COTJIACOBAHUIO C aAMUHHCTpaTopoM AB3 Mepbl 1O JOKalu3aluh H
yIaJeHUI0  MPOTPAMMHOIO BHpPyCa C UCIHOIB30BAHHWEM CPEJICTB AHTUBHPYCHOHN 3alUTHI
uHpopmanuu.

3. TlporpammHBIe CcpelncTBa OOINEr0 M CIENHATHLHOTO HA3HAYCHHS, HCIOJIb3yeMbIe B
CTPYKTYPHBIX TIOJIpa3IeIeHUsX Il 00paboTku nH(OpMaIMy, OTHECEHHOH K CITy>)KeOHOH TaifHe,
B clilydyae OOHApYKEHHUs NPOrPaMMHBIX BHPYCOB TOJUICKAT OOSI3aTEIILHON IMEpeyCTaHOBKE C
pabounx KOMUM ATaNOHA.

4. Tlppy  HEBO3MOXXHOCTH JUKBHJIAIMU TIOCIEICTBUN 3apakeHUs MPOrPaMMHBIMH
BUpycamu aaMuHUCTpaTopy AB3 HE0OX0auMO:

- 32apXMBUPOBATh 3apakeHHBIC (HaliIbl C BHEIPECHHBIMU MPOTPAMMHBIMU BHUPYCAMH H
HalpaBUTh C MPWIOKEHHUEM COOTBETCTBYIOIIETO COMPOBOJUTEIBHOIO JOKYMEHTA B
OpPTaHM3AINI0, OCYIICCTBISIONYI0 TEXHUYECKYIO  TMOAJEPKKY  JKCIUTyaTallid  CPEICTB
AQHTUBUPYCHOW 3alIUTHI HH(GOPMALIUK;

- OCYIIECTBHUTH TOJIHYIO MEPEYCTAHOBKY MPOrPAMMHOTO O0ECIICUCHHS Ha 3apaKEHHOM
KOMIIBIOTEPE.

5. Ilpu monydeHun uHGOpPMAMKM O BO3MOXKHOM HApYIICHWU JTUOO BBISBICHUH (aKTa
HapymieHus TpeOoBaHmii Hactosimer WHcTpyknmn paboTa Ha paboyeil CTaHIIMU JTaHHOTO
MOJIL30BaTENS HE3aMEUIUTENFHO OJIOKHPYETCs IO PEIICHUI0 anMuHuCTpaTopa AB3.

6. Bce daktel Momudukanuu W paspylieHHs JaHHBIX Ha cepBepax WM pabdouux
CTaHIIMX, 3apaKeHHE UX BHPYCAMH, a TaKKe OOHApYKEHUE NPYTrUX BPEIOHOCHBIX MPOrpaMm
KJIaCCU(UIUPYIOTCS KaK 3HAUMMbIE HapyUIeHHUs] HHOOPMAaLlMOHHOW 0€30MacHOCTH M JOJIKHBI
AQHAIM3UPOBATECS  TIOCPEJICTBOM IPOBENCHUS CIY>KEOHOTO pacCcieloBaHUs, MPOBOIUMOTO TIO
MPUKA3y PYKOBOJUTEINS 00pa30BaTEIIbHOTO YUPEKICHHUS.

8. Omeemcmeennocms 3a evitnonnenue mpeoosanuit Hnempyxkyuu

1. 3a napymenue Hacrosmer MacTpykuun anmunuctparop AB3 u mons3oBaTenn HECYT
OTBETCTBEHHOCTb, YCTAHOBIICHHYIO JIEHCTBYIOIIUM 3aKOHOAATENLCTBOM Poccuiickont denepanun
Y HOPMaTUBHBIMU IIPABOBBIMH AKTaMH.

2. PykoBoauTenu CTPYKTYpPHBIX MOAPA3AEICHUN HECYT OTBETCTBEHHOCTb 3a
BBIIIOJIHEHUE MEPOINPUIATUH 10 AHTUBUPYCHOM 3amure HHPOpMaLMM Ha CpeacTBax
BBIUMCIIUTEIBHON TEXHUKH, SKCIIyaTUPYEMBIX MOJYMHEHHBIMH JOJDKHOCTHBIMHU JIMLIAMH, U 32



O3HAaKOMJIEHHE HuX (IIOA pocnuck) ¢ Hacrosmed HMHcTpykuuedl B CBOEM CTPYKTYPHOM
NOIpa3CIICHUN.

3. HenocpencTBeHHYI0 OTBETCTBEHHOCTD 3a COOJIOCHNE B TOBCETHEBHOM JEATEIbHOCTH
YCTQHOBJICHHBIX HOpPM OO€CHeueHMs] aHTUBHPYCHOM 3aluThl MH(pOpPMAIMKM Ha CBOMX pabounx
MecTax, B TOM 4YHCIE 3a CBOCBPEMEHHOE OOHOBIIEHHME  aHTHUBHPYCHBIX  0a3 CpeacTB
AHTUBUPYCHOW 3alIUTHl MH(MOPMALMU M MOJYYEHHUE HOBBIX JIMLEH3MOHHBIX KJIIOYEH, HECYyT
I10JIb30BATENH, 3a KOTOPBIMH 3aKPETIEHbI CPEICTBA BBIUNCIUTEIBHON TEXHUKY.

4. B cnywae HapymeHus TpeOoBaHuM Hacrosiied WHCTpyKIMW, CBSI3aHHBIX C
NPUMEHEHHEM TI0JIb30BaTENIEM CPEICTB aHTUBUPYCHOM 3allMThl MH(POPMAIIUH, TOIH30BATENb
HECET MEPCOHAIBHYIO OTBETCTBEHHOCTb, YCTAHOBICHHYIO JNEHCTBYIOIIUM 3aKOHOJATEIBCTBOM
Poccuiickoit ®epepauu W JIOKAIBHBIMA ~HOPMATUBHBIMH aKTaMH  00pa30BaTEIbHOTO
YUPEXKICHUS.

5. OTBeTCTBEHHOCTh 3a BBINOJIHEHHE TpeOoBaHmii Hacrosmer MHCTpykuuu
anMuHucTpatopamu AB3 HecyT HemocpeacTBeHHO aaMuHHUCTpaTopbl AB3 u pykoBoautenu
NOJpa3IeNIeHuil, B KOTOPhIX paboTaoT agMuHUCTpaTopsl AB3.

9. Ilopaook ocnauwieHun Op2aHu3auUU cCpeocmeamu aHmueUPyCHoOl 3auumosl uHpopmayuu

1. OcHameHue cpeacTBaMM aHTUBUPYCHOM 3aIuThl MHGOpPMALUU SBISETCS BUJIOM
MaTepHaIbHOrO O0OECIEeUeHHss U OCYILECTBIAETCS B  00pa3oBaTEIbHOM  YUPEXKICHUH
LEHTPAJIN30BaHHO.

2. Ilepenaya nosry4eHHbIX CPEACTB AaHTUBUPYCHOM 3aIllIUTHI HA OOBEKTHI, HE  BXOJSAIINE
B COCTaB OpraHM3alllM, 3allpellleHa. 3a HECAaHKLMOHUPOBAHHOE  PAaclpOCTPaHEHHE CPEICTB
AHTUBUPYCHOM 3aIUThl UHPOPMALMU BHUHOBHBIE HECYT OTBETCTBEHHOCTb B COOTBETCTBUU C
3aKoHoaarenbCcTBOM Poccuiickoit denepanuu.



JIMCT O3BHAKOMJUIEHUSA
¢ «MHCTPYKIINEU o0 npuMeHeHUM CPeACTB AHTUBHUPYCHOM 3aIIUTHI

uHopManu»
JI0JI5KHOCTD IHoagnucek
ara COTPYIHHKA COTPYIHHKA
A ®UO coTpyTHHKA, 03HAKOMHBIIETOCS € IOKYMEHTOM Py ’ Py ’
03HAKOMJIEHHUS 03HAKOMHBILEr0Csi ¢ | 03HAKOMHBLIETOCsI
JOKYMEHTOM C I0KYMEHTOM
1 2 3 4
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