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1. O6uiue nonosicenusn
Hacrosimee Ilonmoxkenwe ompenenser TpeOOBaHUS MO OO0ECIEUYEHUIO OE€30MacHOCTH

aBTOMaTU3MpOBaHHONW WH(popManuonHoit cuctemsl (manee - AMC) I'BOY mkoma Ne583

[Tpumopckoro paitona Cankt-Ilerepoypra (nanee — Onepatop).

AUC npexacrasnsger coboit IT-cucremy, npeaHa3HadeHHYIO Uil aBTOMATHU3aLUHU MIPOLIECCOB
dbopMupoBanusi, 00padOTKH W aHaNW3a UH()OPMAIIMK 110 OCHOBHBIM HANpPaBICHUSAM ACSITEIbHOCTH
Oneparopa.

OcHoBHBIMU (YHKIIMOHATBEHBIMU BO3MOXKHOCTIMU AVC Oneparopa siBIASIOTCS:

e (opmupoBaHHE, XpaHEHHE M OOHOBJIECHUE CBEICHUHM O CTPYKType YYEOHBIX MOApa3aCIICHUNA
Omneparopa;

e ¢dopMupoBaHHE, XpaHEHHE U OOHOBJEHHE CBEJCHUU O MPEenoJaBaTeIbCKOM COCTaBe U
COTpYIHUKAX y4eOHBIX moapa3aenenuit Oneparopa;

e (opmupoBaHHE, XpaHEHHWE W OOHOBJIEHHWE CBEICHUM 00 WHAMBUIYATbHBIX IUIaHAX PAOOTHI
MPEToJaBaTeIbCKOTO COCTaBA;

e (opmupoBaHHE, XpaHEHHE W OOHOBJICHUE CBeICHHI 00 ydeOHOM (y4eOHO-TIPOU3BOACTBEHHOM)
mwia"e Oneparopa;

e (opmupoBaHHE, XpaHCHHE U OOHOBJICHHE CBEJCHUN 00 yueOHON Harpys3Ke Mperno1aBaTeIbCKOro
COCTaBa;

e (¢dopMupoBaHHE, XpaHEHHWE U OOHOBIEHUE CBEICHHI O HAYyYHOW M Y4eOHO-METOAMYECKOMN
OPOAYKIUH (METOIMYECKHE PEKOMEHJAlMU, yueOHble MocoOusi, MoHorpaduu, myOnuKaiun)
MIPenoaBaTeIbCKOro COCTaBa;

¢ (dopMupoBaHUE, XpaHEHHE U OOHOBIICHUE CBEJCHUI 00 00yJarOmMXCs, MPOXOASIIUX 00ydeHUE
y Oneparopa;

e (dopMupoBaHUe, XpaHEHHE U OOHOBJICHHE CBEICHUN O pe3yiabTaTax y4yeOHOro mpoiiecca (UTOTH
TECTUPOBAHUS, YK3aMEHOB);

e aHajguTHYecKas oOpaboTka WH(MOpPMAIMK O MPOBEAECHUU Yy4EeOHOTO IMporecca KaK 3a OTYETHBIN
MEPUOJI, TaK U O TEKYIIIECH NeITeIbHOCTH yueOHBIX mojpa3aeneHunii Oneparopa.

B kauectBe nnpopmaruu, moiexameii 3aumre B AUC OmepaTtopa, paccMaTpuBarOTCS:

e TIepCOHAJIbHBIE JaHHBIE MIPETOAABATEIHLCKOTO COCTABA U COTPYIHUKOB YUEOHBIX MMOAPA3ICICHUN;

® TepCOHAJIbHbIE JaHHbIE 00YYaIOIIUXCS, MPOXOAAIINX U MPOIIeIIINX 00yUYeHHUE;

® TIepCOHAJIbHBIE TaHHBIE AAMUHUCTPATUBHO-XO035IICTBEHHBIX MTOAPA3ICICHUN.

[Ipu obGecnedyeHnn 0€30MAaCHOCTH TEPCOHAIBHBIX JAHHBIX B WH(OPMAIMOHHOM CHCTEME
Omneparop pyKOBOJICTBYETCSI CIECIYIOIIMM: BBIOOP CPEACTB 3alIUThl MHPOPMAIUU ISl CUCTEMBI
3aIUThI IEPCOHABHBIX JIaHHBIX; OMPEICTICHIE TUTIA YTPO3 0€30IMaCHOCTH MEPCOHATBHBIX JTAaHHBIX,

aKTyalbHbIX Ui HMH(GOPMAIIMOHHOM CHCTEMBI; YCTAHOBJIEHHE M O0ECIEYeHHUE YPOBHS
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3alUIIEHHOCTH TEPCOHAJIbHBIX B HMHGOPMAIMOHHOM cucTteMe mpousBogutcs OmepaTopoM B

COOTBETCTBUM C TpeOOBaHMSMH K 3allUTe MEPCOHAIBHBIX HaHHBIX MpH HUX 00paboTKe B

MH(POPMAIIMOHHBIX ~ CHUCTEMaxX IEPCOHAIBHBIX JAaHHBIX, YTBEPXKIEHHBIX IIOCTAHOBIIEHUEM

[TpaButensctBa PD ot 1 HOsOps 2012 1. Nel1119.

OCHOBHBIMU TpYIIIaMU yTPO3, Ha NPOTHUBOCTOSHUE KOTOPHIM HAampaBieHbl LEId U

TpeboBaHUsI OE30MACHOCTH, SIBJISIOTCS:

yIpo3bl, CBSI3aHHBIE C OCYIIECTBICHWEM HECAHKIIMOHHMPOBAHHOIO AOCTyNa (O3HAKOMIIEHUS) C
uHpopMalnueH, coJepKaliei CBeleH!s 0 ePCOHAIBHBIX JaHHBIX PaOOTHUKOB U 00YUYaIOIIMXCS,
npu ee 06paboTKe U XpaHEHUH;
yrpo3bl, CBSA3aHHBIE C HECAHKLIMOHHWPOBAHHBIM KOMHPOBAaHHEM (XHIIEHHWEM) HWH(OpMAINY,
coZiep>Kaliei CBeICHUs O IEPCOHAIBHBIX JaHHBIX paOOTHUKOB M 00YYaIOIIHXCS;
yIpo3bl, CBS3aHHBIE C OCYIIECTBICHHWEM JOCTyNa K WMH(OpPMAalWHU, COAepKalledl CBEICHHS O
NEPCOHATBHBIX JaHHBIX PAa0OTHUKOB M OOydaroImuxcs, 0e3 pas3pelieHus Ha TO ee BIajeiblia
(cyOBeKTa nmepcoHAIbHBIX TaHHBIX);
YrpO3bl, CBSI3aHHBIE C HAPYIIEHUEM MOPSIKA TOCTYyNa K HH(POpMALUY, COAEpKAIIEH CBEIEHUS O
NEPCOHAJBHBIX JAHHBIX PAOOTHUKOB M OOy4YaroOLIMXCs, IEpeJaBacMoOil 3alMHTEPECOBAHHBIM
JIMLIAM;
yIpo3bl, CBSA3aHHBIE C IMEPEXBAaTOM HMH(OpPMAIMM, COAEpXKALled CBEAEHUS O IEPCOHAIBHBIX
JaHHBIX pPAaOOTHUKOB M OOYyYaromMXCs, M3 KaHAJOB Mepeladyd MaHHBIX C HCIOJIb30BaHHEM
CIELUATU3UPOBAHHBIX MPOTPAMMHO-TEXHHUUECKUX CPEJICTB;
yrpo3bl, CBsi3aHHbIE C TmoTeped (yTparoil) uHGpoOpMaIMM, CcOJEpXKalleil CBeIeHUs o
NEPCOHATBHBIX JIAHHBIX pAaOOTHUKOB U  OOy4alOIIMXCs, BCIEACTBUE CcOOEB (OTKA30B)
IIPOrPaMMHOTO U alapaTHOro 0OecreveHus;
yrpo3bl, CBS3aHHBIE C BHEAPEHHEM KOMIBIOTEPHBIX BHUPYCOB M JPYroro BPEJOHOCHOTO
MIPOTPAaMMHOTO 00ECTICUCHHS;
yIrpo3bl, CBSI3aHHBIE C  OCYILECTBJICHHEM  HECAHKIMOHMPOBAHHBIX  HMH(OPMAIIMOHHBIX
BO3JCHCTBUI (HaNpaBIEHHBIX Ha «OTKa3 B OOCIY)XMBAaHUU» JUIsI CEPBUCOB, MOIU(PHUKALMIO
KOH(UTypaliOHHBIX JTAHHBIX IIPOrpaMMHO-alnapaTHbIX CPEACTB, noaoop
ayTeHTU()UKALMOHHOW HHPOPMALIUU H T.I1.).

@OyHKIIMOHATbHBIE TPeOOBaHUS 0€30IaCHOCTH OXBATHIBAIOT:
TpeOOBaHUS K OCYIIECTBICHUIO ayuTa 0€30MacHOCTH;
TpeboBaHUs K 00€CIIEUCHHIO MOUIMHHOCTH CYyOBEKTOB 0OMeHa HHOpMAITHEi;
TpeOOBaHUs K KPUITOTPAPUISCKOMN TIOIIEPIKKE;
TpeOoBaHUs K 3amMTe HHGOpPMALMU, COJEpXKallell CBEAECHUS O NEepCOHAIbHBIX JAHHBIX

pabOTHUKOB M 00yUaIOIINXCS;



e TpeOOBaHUA K UACHTUDHUKAIIMY U ayTeHTUUKAIMH rosk3oBareneit AUC;
e TpeOOBaHMA K YIPaBIICHUIO 0€30aCHOCTHIO;

e TpeOOBaHUA K 3aLIUTE CUCTEMBbI O€30IaCHOCTH.

2. Ocnognvle hpynkyuonanvhuie 6o3moxcnocmu AUC, ceazannvie c odecneuenuem

0e3onacnocmu (3awyumoii ungopmayuu)

2.1. 3amuTa JaHHBIX M0JL30BaTEJIsI

AUNC nomxHa OCyHIECTBIATh GYHKIUH U TOJIUTHKY H30MPATETHHOTO (IMCKPEIIMOHHOTO)
yropapieHus: JgoctynoM. I30uparenpHoe ympaBlieHHE JIOCTYNOM JOJDKHO —TPEAOCTaBIISTH
BO3MOXXHOCTh OTPAaHMYUBATH U KOHTPOJIHPOBATH AOCTYII K CUCTEME U K HH(POPMAIUH, COJEPIKAIICH
CBEJICHUS O NIEPCOHAIBHBIX JIAHHBIX.

Kaxnapiii Ilonp3oBaTenp, mnbiTaromuidcs noiayuuth goctyn kK AMC, cHawana noipkeH
MPOXOUTH TMPOIENYPY UACHTU(DUKANNN U ayTEHTU(PUKAIIMU, a 3aT€M, TIPH MOMBITKAX IOJTYICHUS
JIOCTYIa K aKTHBaM, — aBTOPHU3alnIo, T.€. MPOBEPKY pazpemieHuit [loap30Barenss Mo OTHOIICHUIO K
KaKOMY-JIN0O 3alUIIaeMOMY aKTHBY.

B AUC nocryn k uHbOpMaIuu T0HKEH OBITh pa3pelieH TOJbKO YIIOJHOMOUYEHHBIM Ha 3TO
[Tonb3oBarenssM. Monens 3amutel AVMC gomikHa BKIIIOYAaTh KOMIIOHEHTBI, KOTOPBIE PEAU3yIOT
KOHTPOJIb CYyOBEKTOB JIOCTYyMNa, NCHCTBUH, NPEANPUHUMAEMBIX KOHKPETHOH CYIIHOCTBIO IO
OTHOIICHUIO K 00BEKTY AOCTYTIA.

Kaxnprit  00bekT pocryma, mnpencraBieHHbii B AMC, nomkeH OBITh OJIHO3HAYHO
aCCOIMUPOBAH ¢ HAOOPOM aTpUOYTOB OE30MACHOCTH, ONPEACTSIONNX 0€30MaCHOCTh 3aIIUIIAeMOT0
oobekTa. JlanHbli HaOop arpuOyTOB JOKEH (OpPMUPOBATHCS MPH CO3JaHUUM OOBEKTa U
BIIOCJIEJICTBUU MOKET MEHSThCS. VI3MeHeHHe HX 3HAaYeHUIl JO0DKHO OBbITh OOECHeueHO TOJIBKO
[Tonb3oBarensiM, HMMEIOMIMM CTaTyCc BIajenblla O0bEKTa, a Takke CyObeKTaM, KOTOPBIM
MPEAO0CTABIIEHBI COOTBETCTBYIOIINE MOTHOMOYHS.

[IpaBa nmoctynma CyOBEKTOB K OOBEKTY IOJKHBI OMPEACNATHCS MOCPEACTBOM CITHCKA
yopaBieHuss Ja0cTynoM. CHHCOK yOpaBlIeHHMs JOCTYIIOM JIOJDKEH BKJIKOYATh IEPEYEHb
MOJIb30BaTese, KOTOPBIM pa3pelieH JoCTynl K OOBEKTy, a Takke Ha0op AOMyCTUMBIX Haj
O00BEKTOM JIEHCTBUH.

2.2. Ayaut coObITHii 6€30MacHOCTH

ANC pomxHa obecrieunBaTh HAOOP CPEACTB ayAuTa, MpeJHA3HAYCHHBIX JUIsi MOHUTOPUHTA

1 OOHapY)KEHHsI HEXellaTelIbHBIX YCIOBUH, KOTOpbIE MOTYT BO3HHUKHYTh, a TaKXe COOBITHIA,

KOTOpBhIE MOTYT TMPOHM30UTH B cHCTeMe. MOHHTOPHHT OTHOCSAIIMXCA K O€30MacHOCTH COOBITHIA
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JOJKEH TO03BOJISITH OOHApYXKMBATh HapyluTesaeil 0e30MmacHOCTH, a TakKKe BBISIBIATH IOMBITKH
HECaHKIIMOHUPOoBaHHOTO focTymna K AVC unmm nocryna k 3amumaemMoit nudopmaruu. B wactHocTH,
ompenensss TOJUTUKY ayAuTa, YIOJHOMOYeHHbIM anMunHuctpatop AMWNC pomkeH uMeETh
BO3MOYXHOCTh OCYHIECTBIIATH ayJUT TOJHKO HEOOXOJMMBIX THUIIOB COOBITHI 0€30MacHOCTH, TaKUX
Kak HeyJauyHble TOMNBITKH MOAKIIOYEeHUs: moJb3oBareneid k AMC. 3anuch pe3ynbTaToB ayauTa
cOOBITHI 0€30MacHOCTH JOJIKHA OCYIIECTBISATHCS B JKYpHAJIbl PErHCTpPAIllMM COOBITHH ayawTa,
JOCTYI K KOTOPOMY JIOJDKEH OBITh pa3pelieH TOJIBKO YHOJHOMOYeHHOMY aaMmunuctparopy AUC.
[IpocMOTp 3KypHaJIOB PErucTpalMd COOBITUN ayAWTa JOJKEH BBIMOIHSIETCS C HCIOJIb30BAaHHEM
cpencts AVC (criennanu3upoBaHHBIX WHCTPYMEHTAIBHBIX CpelcTB). JlaHHBIE CpeACTBa JOJKHBI
MPEIOCTABIIATH BO3MOXXHOCTh MOHUTOPUHTA U PETUCTPAIIMH TOJIBKO TeX COOBITHIA ayAnTa, KOTOPHIC
YIOBJIETBOPSIOT 3aJaHHBIM KPUTEPHUSM, YTO TIO3BOJIUT OIPAHUYUTH 00BEM JaHHBIX, COOUPAEMBIX O
COOBITHUAX OE30MaCHOCTH.
2.3. UnenTuuxanusa u ayreHTHPUKAIUS

AUC nomxua TpebOBaTh, 4TOOBI BCE CYOBEKTHI JOCTYINA YHUKAIBLHO HICHTH(PUINPOBAINCH
u ayrteHTu(unupoBanuce npu nocryne Kk AUC ¢ moMomp0 BBOAa HUASHTH(PHUKATOPA U TAPOIIS.
Wnentudukanus u ayTeHTU(UKALMA JOJKHBI OCYIIECTBIATHCA O BBIINOJHEHUS CYOBHEKTOM
nocrymna kakux-nmi6o nercreuii. AUC momkHa mopaepxuBath ayTreHTH(uKauio [lons3oBareneit
BMeCTe ¢ X aBropusauuen. IIpenycmarpusaercs, uro asropusanus [lonb3oBareneil npeacrasiser
HavyaJlbHBIA YPOBEHb JIs1 pa3pelieHus JOCTyNa K JOKAIbHBIM U CETEBBIM PECYPCaM.

AUNC pomxHa oOecrieunBaTh XpaHeHWE TMapojiei B mpeobOpazoBanHoM Qopmare. AUC
JOJDKHA TPEOCTaBIIATh CPEICTBA YCWJICHHS O€30MacHOCTH Mapojiel uepe3 HCIOIb30BaHHe
MEXaHH3MOB, TO3BOJISIONINX OMPEISTUTh MUHUMAIBHYIO IJTUHY, BpeMs AeHCTBUS (MHHIMAILHOE U
MaKCHUMaJIbHOE), 331aTh TPeOOBAaHNE YHUKATBLHOCTH (HETIOBTOPSIEMOCTH) U BPEMsI CMEHBI ITapoJisl.

AUNC pomxHa TPENOCTaBISATh MEXaHW3M OJIOKMPOBAHUS YYETHOM 3aIlMCH IOJIH30BaTENIs
MocJie  OMpPENEJICHHOr0 KOJMYECTBAa IONBITOK BBOJAA HEMPABHJIBHOTO HMMEHU W/WIM TapoJis
moJib30BaTens 70 ee pasz0nokupoBaHus aamuHHCTpatopoM AMC wnm 1o HCTEYEHHH BPEMEHH
NEUCTBUS, 3IaHHOTO JIJISl CUETYNKA OJTOKUPOBKH.

2.4. 3amuTa cucTeMbI 0€30I1aCHOCTH

AUNC nomkHa TPEemoCTaBIATH PSJI BO3MOXKHOCTEH st 00€CIIeUeHHUs 3allUuThl CHCTEMBI
O6e3omacHocTH. M3oJsMs TpoLeccOoB M MOJAEP)KaHUS JOMeHa O€30MacHOCTH  JOJDKHBI
obecrieunBaTh Oe30MacHOe BHINOJIHEHUE (yHKIMHA cuctembl 6e3onmacHoctu AMC. Bo3moxHOCTB
OCYIIECTBJICHUSI TEPHOIUYCCKOTO TeCTHUpOoBaHMs cpeapl GyHkuuonupoBanus AWC (anmmapaTHoi
4acTH) M COOCTBEHHO camux (QyHKIui cucrtembl Oe3omacHocthn AWMC nomkHO obecrieunBaTh
nojjaepxanue yBepeHHocTH aamuHuctparopa AMWMC B LEIOCTHOCTH U KOPPEKTHOCTHU

(GyHKIMOHUPOBaHUS PYHKIUN CHCTEMBI O€30IaCHOCTH.



3. OcHogHble ¢yHKuu0HtUleble 603MOICHOCHLU HOBBIULEHUA HAOEHCHOCMU

ANC nomxHa obecrieunBaTh HAJEKHYIO 3alllUTy JAAHHBIX OT HEMpPEIBHUJIEHHBIX COOEB WU
OTKa30B CHCTEMbI, 00ecreyrBasi cleAyonre BO3MOKHOCTH 10 TOBBIIICHUIO HAJIEKHOCTH.
3.1. Pe3epBHOE KONMpPOBaHUE JaHHBIX
B AVC nomkHBI BXOIUTH CTAaHAAPTHBIC CPEICTBA MPEAOTBPAILCHUS MTOTEPU JAHHBIX M HX
BOCCTAHOBJICHHSI B Cllydae BO3MOXXHBIX cOoeB. VMeromuecs cpelncTBa pe3epBHOIO KOMHUPOBAHUSA
JOJKHBI MTPeoCcTaBiATh [loap30BaTensiM BO3MOKHOCTh BhIOOpa pa3IUYHbBIX CTpAaTeruil pe3epBHOTO
KOMMPOBAHUsA, OOECIEUYMBAOIINX HEOOXOAMMBI YpOBEHb 3allUThl JAHHBIX B  CiIydae
BO3HUKHOBEHHS cOOEB B pabore cuctemsl, mpu 3ToM [lonb3oBarensM AOHKHA MPEAOCTABISTHCS
BO3MOXXHOCTh BBITIOJIHEHUSI PE3EPBHOTO KOMHUPOBAHMSI JaHHBIX Ha HECHhEMHBIE U CHEMHBIC
YCTpPOMCTBA XpaHEHUS.
3.2. BoccTaHoBJ/IeHHE CHCTEMbI
OYHKIMOHATBHBIE  BO3MOXHOCTH  BOCCTAHOBJIGHHS CHCTEMBI  JOJIKHBI  TO3BOJISITH
Bo3Bpamare AMC B cocrosHue, mnpenmectBytomee c6oro. Ilpu stom B AMC He m0mKHO
MPOUCXOAUTH TTOTepH (JIMOO TOTEPH JOJKHBI OBITh MUHUMAJIbHBI) U NCKAKCHHS JTAHHBIX.
3.3. CpencrBa agIMHHMCTPUPOBAHMNS, YIIPABJICHUS U NMOAJCPKKH
B cocraB AVIC 10KHBI OBITh HHTETPUPOBAHEI rpauecKue CpeICTBA aIMHHIUCTPUPOBAHUS
W/WIM YTUIUTHI KOMaHIHOW CTPOKH, oOecrieunBaroniue 3¢ (HEKTHBHOE MTOTHOMACIITAOHOE U THOKOE

yIpaBieHHe (B TOM YUCJIE MOHUTOPHHT).

4. Cpeoa oe3onacnocmu AUC

4.1. Moaeau yrpo3s, xapakrepubie 1iss AUC

4.1.1. OcyuiecTBiieHNE HECAHKI[MOHUPOBAHHOIO O3HAKOMJIEHUS C MEPCOHAIbHBIMU JIaHHBIMU
pabOTHUKOB M 00YUYaIOIIHXCSI.

HMcToYHUKH YIPo3bl — BHEITHUHN 3JI0YMBIIIUICHHUK.

Cnoco6 (MerToa) peanu3aunMu Yrpo3bl — TepexBaT HHGOpMAIMU W3 KAHAJIOB Iepeavu
JAHHBIX C UCIOJIb30BAHNUEM CHELMATIM3UPOBAHHBIX IPOrPAMMHO-TEXHUYECKUX CPEICTB.

Hcnoab3yemble YS3BUMOCTH — BO3MOXHBIC HEJOCTATKH MEXaHHU3MOB 3aIlUTHl WH(POpMALUU
opy ee Iepefade IO KaHajlaM Iepelladyd  JaHHbIX, CBSA3aHHBIE C  BO3MOXHOCTBIO
HECAHKIIMOHUPOBAHHOTO 0O3HAKOMJICHHS C TepeiaBaeMoi NH(pOpMaIuei TpeTbuX JIHIL.

Bun uHdpopManuy, NOTEHUHAJBHO IOJABEP:KEHHOH Yrpo3e — IIEPCOHAIBHBIC JAHHBIC

pabOTHHKOB M 00YUYaIOIIHXCSI.



Hapyaemoe cBoiicTBO 0€301aCHOCTH — KOHPHICHITHATHHOCTD.

Bo3MoskHbIe TOCTEICTBHA PpPeajqu3aluM Yrpo3bl — HAHECCHHs MOPAJIBHOTO W/WIN
MaTepuaibHOro yimepba nuiy, (UrypupyromeMy B rnepexBaueHHoW wuHpopmaruu. Hanecenue
KOCBEHHOT'0 MaTepHaJIbHOTO yiiepOa 00pa30BaTeIbHOMY YUPEKICHHUIO.

4.1.2. OcyuiecTBiIeHUE HECAHKIIMOHUPOBAHHOIO O3HAKOMIJICHHUSI C TIEPCOHAIBHBIMHU JTAaHHBIMHU
paOOTHUKOB M 00YYaIOMIMXCS U UX MOAU(PUKAIMS (B TOM YKCIIE TIOJMEHA).

M cTOYHHMKH YIPO3bI — BHEIIHUN 3JI0yMBIIUICHHUK.

Cnoco6 (MerToa) peanu3aunMu Yrpo3bl — TepexBaT HHGOpMAIMU W3 KAHAJIOB Iepeavn
JaHHBIX C  HCIOJb30BAaHUEM  CIELUATU3UPOBAHHBIX  MPOrPAaMMHO-TEXHMYECKHUX  CPE/CTB;
MouduKays (B TOM YHCIE MMOJAMEHA) MepeXBayeHHOH WH(pOpMAlMKM M HaBA3bIBAHHE JIOKHOU
uHpOpMalLUu.

Hcnonb3yemble ysI3BUMOCTH — HEJOCTATKH MEXaHHW3MOB 3alllUThl MH(QOpPMAIMKM TMpU ee
nepenaye Mo KaHajlaM Iepenadyd JaHHBIX, CBS3aHHBIE C BO3MOXHOCTHIO HECAHKIIMOHUPOBAHHOTO
O3HAKOMJICHHUSI M MOM(UKAILIMH (B TOM YHCIIEe TIOJJMEHbI) IepeaaBaeMoil HH(POPMAIIHH.

Bun uHdpopManuy, NOTEHUHAJBHO IOJABEP:KEHHOH Yrpo3e — IIEPCOHAIBHBIC JAHHBIC
PaOOTHHUKOB U OOYJAFOIITHUXCSI.

Hapymaembie cBoiicTBa 6€30MacCHOCTH — KOHPUICHITMATHHOCTb, IIETOCTHOCTD.

Bo3MoskHbIe TOCTEICTBHA PpPeaju3aluM Yrpo3bl — HAHECCHHs MOPAJIBHOTO W/WIN
MaTepualbHOro ymiepba Jsuiy, QUIypUpyIOIIeMy B TEepexXBadeHHOH uWHGpopManuu H3-3a
HECaHKLIMOHUPOBAHHOTO PACKPBHITUS KOHGUIACHIHUATLHOW HHPOpPMAIMK WIH PaCIpOCTPAHEHUS
PacKphITBIX JaHHBIX. HaHeceHMe KOCBEHHOTO MaTepHalbHOrO yiiepda o0pa3oBaTeIbHOMY
YUPEXKIEHUIO.

4.1.3. Hapymienue IOCTYIHOCTH, yTpaTa WM HCKaKEHUE NPEJOCTaBISEMBIX MEPCOHAIbHBIX
JAaHHBIX PAOOTHUKOB M 00YyYaIOIIUXCs BCICACTBHE COOEB (OTKAa30B) MPOTPAMMHOTO M aIllapaTHOTO
o0ecrneueHusl.

HcTouHNKH YIpo3bl — IPOrpaMMHOE U annapaTHoe o0ecTieyeHHe.

Cnocod (Meron) peaam3anuu yrpo3bl — cOou (OTKa3bl) MPOrPaMMHOTO W aNNapaTHOTO
o0ecrnedeHus.

Hcnonb3yemble ysI3BUMOCTH — HEJOCTaTKM MEXaHHU3MOB OOecleyeHus] JOCTYIMHOCTH
TpeOyemoli HWH(pOpPMAIMK, CBS3aHHBIE C BO3MOXHOCTHIO OJIOKUPOBAHUS MPEAOCTABICHHUS
uHpOpMalUU Ha HEAOMYCTUMOE BPEMS.

Bun undopmanum, NOTEHHUAJBLHO TMOJABEPKEHHOH YIpo3e — IME€pCOHAJIbHbIC JaHHBIC
pPabOTHHUKOB U 00yJYaeMBbIX.

Hapymaemoe cBoiicTBO 6€30MaCHOCTH — JJOCTYITHOCTb, JIOCTOBEPHOCTb.



Bo3mokHble moOC/HeACTBUS  peaJiM3allMd  yIrpo3bl —  HApylIeHHE CO  CTOPOHBI
00pa30BaTeNBLHOTO YYPEXKACHUS B3SATHIX Ha cebs 00s3aTenbCcTB MO 00paboTKe MepCOHATBHBIX
JaHHBIX paOOTHHKOB W OOYYaIOUIMXCS W MOXKET NPUBECTH K MPSAMOMY MM KOCBEHHOMY
MaTepuaIbHOMY yIIepOy 00pa30oBaTEILHOMY YUPEIKICHUIO.

4.1.4. HapymeHue CcOrJIacOBaHHOCTH JAHHBIX B TIEPCOHAIBHBIX JIAHHBIX PAOOTHUKOB |
o0yyaromuxcs BCJIeACTBUE cO0eB (0TKA30B) MPOTrPaMMHOIO M alIlapaTHOTO OOECTICUCHHsI, a TaKXKe
omOOK MepcoHaia 00pa3oBaTEIbLHOTO YUPEKICHHSL.

Hcrounuku yrpo3sl — TMporpaMMHOE M alapaTtHoe obOecreueHue, nepcoHall
00pa3oBaTEILHOTO YUPEKICHUSI.

Cnocod (Meroa) peaam3aunuu Yrpo3sl — cOou (OTKa3bl) MPOrPaMMHOTO OOECIeYCHHS U
omKOKH nepcoHana 00pa3oBaTEIbHOTO YUPEKICHUSI.

Hcnonb3yemble yS3BMMOCTH — HEJIOCTAaTKM MEXaHU3MOB OOECHEYEHHs COTIacOBaHHOCTU
nanHbiX B B/l AUC, cBg3aHHBIE C BO3MOYKHOCTBIO HAPYIIEHUS COTJIaCOBAHHOCTH.

Bun uHdopManum, NOTEHUUAJBHO IOABEP:KEHHOH Yrpo3e — IIEPCOHAIbHBIC JaHHBIC
pabOTHHKOB M 00YUYaIOIIHXCSI.

Hapymaemble cBoiicTBa 0€30MIACHOCTH AKTUBOB — JJOCTOBEPHOCTD, LIETIOCTHOCTb.

Bo3mo:kHbIe moOC/eACTBHS peaJiM3allMd yYrpo3bl — paccoriiacoBaHHWE B IEPCOHAIbHBIX
JaHHBIX PaOOTHUKOB M oOyuaembiX, XpaHuMmbix B B/ AUC, uto, B cBOIO oYepenb, MPUBEACT K
BO3MOKHOMY HAHECEHUS MOPAJIbHOTO W/WIM MaTepHajbHOro yiepba o0pazoBaTeIbHOMY
YUPEXKICHUIO.

4.1.5. OcymecTBiieHHEe TOCTyMAa (03HAKOMJICHHS) C IEPCOHATLHBIMU JJAHHBIMHU 00YyJaronierocs,
XpaHuMbIMH U oOpabateiBaeMbiMu B AVIC, 6e3 cormacus cyObeKTa NEepCOHANbHBIX JaHHBIX WM
OKOHYAHUS CPOKa AEUCTBUS TaKOT'O COIJIACHUSI.

Hcrounnku yrpo3bl — yIoJHOMOYEHHBIE Ha JOCTYI K MEPCOHAIBHBIM JaHHBIM BHYTPEHHUE U
BHEUIHHE M0JIb30BATEIH.

Cnoco0 (MeTon) peanu3aniu yrpo3bl — OCYILECTBICHHE JOCTyNA K MEPCOHAIBHBIM JaHHBIM
o0yJaroImuxcss C HUCHOJb30BAHWEM INTAaTHBIX CPEICTB, IPEIOCTABISIEMBIX IPOrPaMMHO-
anmapaTHeiM ooecnieueHuem AUC.

Hcnonb3yemble ySA3BMMOCTH — HEJOCTAaTKM MEXAaHHW3MOB 3alIUThl MEPCOHATBHBIX JaHHBIX
00y4JaroIerocsi, CBI3aHHbIe C BO3SMOXXHOCTBIO I0CTYIa K HUM 0€3 MUCbMEHHOTO COrjacus CyObeKTa
MIEPCOHANBHBIX JAHHBIX WJIU IIOCIE OKOHYAHMSI CpOKa €ro JeHCTBUS.

Bun undopmanmm, NOTEHHUAJBLHO TNOABEP:KEHHOH Yrpo3e — TEpPCOHAIbHBIC TaHHBIE
oOy4Jaronmxcs.

Hapymaemble cBoiicTBa 6€30MaCHOCTH — KOH(PHUICHIINATLHOCTb.



Bo3mo:kHbIe NOC/IeICTBUSI Peain3alMu Yrpo3bl — HECAHKIIMOHUPOBAHHOE O3HAKOMJICHHE C
NEPCOHATBHBIMU JIaHHBIMH BEAET K HAHECEHHIO MOpPAJbHOIO HW/WJIM MaTepUaNbHOTO yiiepoa
o0yyarommemMycsi U3-3a HECAHKIIMOHUPOBAHHOTO PACKPHITHS KOHPHUACHIINATLHON HHDOpMAITUH.

4.1.6. Baenpenue B nHDOPMAIMOHHYIO CHCTEMY O0pa30BaTEIbHOTO YUPEKICHUS BUPYCOB U
JIPYroro BPEIOHOCHOTO MPOrpaMMHOrO oOOecreyeHus MNpu B3aMMOACHCTBUM C BHEUIHUMH
CHCTEMaMM, a TaKKe I[I0JIb30BaTeNsIMH C HOCHTeNed uH(pOpMaluM, HCIONb3YeMbIX Ha
aBTOMAaTH3UPOBAHHBIX Pa0OYHMX MeCTax.

Hcrounnku yrpo3sl — BHYTPEHHHE TMOJb30BaTeId W MEpPCOHAN 00pa3oBaTEIbHOIO
YUpEXKJI€HUs1, BHEIIIHUE CUCTEMBI.

Cnocod (Meroa) peajm3aluM Yrpo3bl — BHEIPEHUE BUPYCOB M JIPYTOro BPEAOHOCHOTO
MPOrPaMMHOTO OOECIICUeHUs MPU B3aWMOJICHCTBUU C BHEUTHUMHU cucTeMamu ((haiaoBbIii 0OMEH,
AJIEKTPOHHAS MOYTa W T.I.), a TAKXKE MPHU HCIOJIb30BAHUU ChEMHBIX HOCUTENeH MH(pOpMalnuu Ha
aBTOMATHU3HPOBAHHBIX pabOYNX MECTaXx.

Hcnoab3yemble yI3BUMOCTH — HEJOCTATKH MEXaHU3MOB 3aIIUTHI HHPOPMALIMOHHON CUCTEMBI
00pa30BaTENBHOIO YUPEKACHUS OT BHEAPEHHS] BUPYCOB M IPYrOTr0 BPEJOHOCHOTO MPOTrPAMMHOIO
oOecrnieueHurs, CBA3aHHbIE C BO3MOXXHOCTBIO BHEAPEHUS BHUPYCOB U JPYroro BPEIOHOCHOTO
MIPOTrPaMMHOTO 00€CTICUeHHUSI.

Bua undopMannu, noTeHHHAIbHO MOJABEP:KEHHOH Yrpo3e — MporpaMMHOE OOecreUcHHE
MH(POPMAIIMOHHOMN CUCTEMbI 00pa30BATEIBHOTO YUPESIKICHHUS.

Hapymaemoe cBOiicTBO 0€30MMaCHOCTH AKTHBOB — II€JIOCTHOCTD.

Bo3mo:kHbIe moc/IeACTBHS pean3alii YIrpo3bl — HapyIIeHUE PEKUMOB (PYHKIIHOHUPOBAHUS
MH(GOPMAIIMOHHON CHCTEMBI 00pa30BaTEIbHOIO YUPESKICHUSA, IMOTepss (yTrpara) W HCKaKCHHE
uHpOpMalUY, CHIDKEHHE YPOBHS 3AIIMIICHHOCTH WH(OPMAIIMOHHON CHUCTEMbI 00pa30BaTEILHOTO
yupexaeHus. Beaetr k BO3MOKHOMY MaTepualbHOMY yIiepOy o0pa3oBaTeIbHOMY YUPEKIECHUIO.

4.1.7. OcymiecTBiieHHE  HECAHKIMOHHUPOBAHHBIX  WH()OPMAIMOHHBIX  BO3JEHCTBUIA
(Momudukanus KOHMUTYPAIMOHHBIX JAHHBIX [POTPAMMHO-AMIIAPATHBIX CPEACTB, MOAOOP
ayTeHTU()UKAIMOHHOM WHpopManIMyd M T.I.) Ha WHPOPMAIMOHHYIO CHCTEMY OOpa30BaTEIbHOIO
YUpEXKJIEHUS, OCYILIECTBISEMBIX U3 BHEIIHUX CHCTEM.

Hcrounnku yrpo3bl — BHEITHHUE 3JI0YMBIIIJICHHUKH, BHEIIIHAE CUCTEMBI.

Cnocoé (Meron) peaam3almuM Yrpo3bl — HECAaHKIMOHUPOBAHHBIE HH(OPMAIIMOHHBIE
BO3/ICHUCTBUS C UCIIOJIB30BAHUEM CIICIIHATTU3UPOBAHHOTO IIPOTPAMMHO-ANIAPATHOTO 00ECTIeUeHHS.

Hcnonb3yemble yI3BUMOCTH — HEJOCTATKH MEXaHU3MOB 3alIUTHl UHHOPMAITMOHHOMN CHCTEMBbI
00pa30BaTEeNbHOr0 YUPEKACHUS OT HECAHKIIMOHUPOBAHHBIX BHEITHUX BO3ACHCTBUIA.

Bun uHpopManuu, MOTEHUHMAJTBHO MOJABEPKEHHOH Yrpo3de — IIPOrpaMMHO-aIIapaTHOE

obecrieyeHrne HHPOPMALMOHHOM CUCTEMBI 00pPa30BaTEIILHOTO YUPEKACHUS.



Hapyimaemble cBoiicTBa 6€301aCHOCTH AKTUBOB — KOHPHUICHITMATBHOCTb, IIETOCTHOCTD.

Bo3MoskHbIe MOC/IeICTBUS Peaju3alii YIPo3bl — HApyLIIeHUE PEXUMOB ()yHKIIMOHHUPOBAHUS

MH(POPMAIIMOHHON CHCTEMBI 00pa30BaTEIBHOIO YUPEXKACHUS, CHUKEHHUE YPOBHS 3alIUIEHHOCTH

MH(OPMALIMOHHOW  CHCTEMbl ~ 00pa30BaTENIbHOTO  ydpexjaeHus. Beger K  BO3MOXHOMY

MaTepuaIbHOMY yIIepOy 00pa30oBaTEILHOMY YUPEIKICHUIO.

4.2. llonmutuka n neau 6e3onacuoctu Aass AUC

AUNC pnomxHa o0ecrieuuTh CIeI0BaHNEe MPUBEICHHBIM HIKE TTpaBUjIaM 0€30MacCHOCTH:
. JomxHa ObITh oOecrieueHa perucTpanuss W y4eT TMOJydeHHs (BKIIOYas yKa3aHHE CpoKa
JeWCTBUS) corjacus oOydaromierocss Ha oOpabOTKy MPEAOCTaBICHHBIX UM B 00pa3oBaTelbHOE
YUpeXKIEHHUE CBOUX NEPCOHABHBIX JAHHBIX.
. JomkHa ObITH oOOecrieuyeHa BO3MOXHOCTh HAJEKHOTO XPAaHEHUS NEPCOHAIBHBIX JaHHBIX
pabOTHHUKOB M 00ydYaromuxcs (B TeUEHUE ACHCTBUS CPOKa TPYIOBOTO JOTOBOpA M Pa3pEIICHHS
Ha 00paboTKy NepCOHANIBHBIX JAHHBIX COOTBETCTBEHHO).
. Jomxkna ObITh OOecreueHa BO3MOXKHOCTh Oe3omacHoro BoccranoBiaeHus AWC mocie cOoeB u
OTKAa30B MPOTPAMMHOI'0 00€CTICUCHUsI K 000PYIOBAHMUS.
. JomxHa OBITH oOecreueHa 3amuTa WHOOPMAIMH, COCTaBISAIONICH IEPCOHAIBHBIC IaHHBIC
paOOTHHKOB W  oOydaromuxcsi, npu ee o0paboTke, XpaHEHMHM M  Iepenaye
CHEIHATN3UPOBAHHBIMU CPEICTBAMH 3aIIUTHI.
. JIo;>kHO OBITH OOECIeueHO HaNU4KMe HaJUIekKallUX, 3alIMIIEHHBIX OT HECAHKIMOHUPOBAHHOIO
WCTOJIb30BAaHMS, MEXaHM3MOB pETUCTpallMu W TpenaynpexaeHus anmuauctparopa AUC o
JIIOOBIX COOBITHSX, OTHOCAIIMXCS K Oe3omacHocT AVC.
. JomkHO OBITH 0OECIeYeHO HAJMUYME HAUIeKAIIUX U KOPPEKTHO (YHKIMOHUPYIOIIMX CPEACTB
aIMUHUCTPUPOBAHHUS  OE30MacCHOCTH  WH(OPMAITMOHHOM  CHUCTEMBI  00pa30BaTEIHLHOTO
YUpEXKJIEHUS, JOCTYIHBIX TOJBKO YITOJIHOMOUYEHHBIM aIMUHUCTPATOPaM.
. JIOKHBI OBITH TIPEIOCTABICHBI MEXAaHU3Mbl ayTEHTU(UKALNU, 00CCIICUNBAIONINE aEKBATHYIO
3aIUTy OT MPSMOTO WM YMBIIUIEHHOTO HapYIICHHUS 0€30MacHOCTH HAPYIIMTEISIMU ¢ HU3KHM
MOTEHIIMAJIOM HalaICHHUS.
. JlomkHbl  OBITH OOecrieyeHbl MEXaHM3Mbl TeHepaluu, HaJJIeKallero H 3alluIIeHHOTrO
pacmpeseneHus, YHHUTOKEHUS KITI0YeBON MH(OpMAIMU, a TakKe MEXaHW3MBI MU(POBAHUS, U
dbopMupoBaHHsS  JNEKTPOHHOW 1UdpoBol moamucu. JlaHHBIE MEXaHU3MBI  JOJIKHBI

(GYHKIIMOHUPOBATh B COOTBETCTBUHU C CEPTU(HULIUPOBAHHBIMU aJITOPUTMAMHU.

4.3. ITonuTnka 1 wean 6e30macHOCTH A cpeabl GpyHkuuonuposanus AUC

10



Cpena ¢ynkmumonupoBanusi AC pomxHa oOecnednTh ClEOBaHUE MPUBEIACHHBIM HUXKE

npaBujIaM O€30MaCHOCTH:

1.

JloikHa OBITh OOecrieueHa MHKEHEPHO-TEXHUUYECKash YKPEIJIEHHOCTh O0BEKTOB pa3MEIICHUs
CUCTEMBbI O0OpabOTKH, XpaHCHHMs] W Tiepelaadyd HHPOPMALMH, COJEPXKAIIEeH CBEIACHHS O
MEePCOHANBHBIX TaHHBIX.

OOBeKThl pa3MelleHus] CcHUCTeMbl O00palOTKHM, XpaHEeHMs U TIepenaud WHGOpMaluy,
COJIepIKaIleil CBEEHUSI O TMEPCOHANBHBIX JTaHHBIX, OJDKHBI OBITH O00OpPYIOBaHBI CHCTEMOM
OXPAaHHOW CUTHAJIM3ALINH.

JlomkHa OBITH MCKJIIOYEHA BO3MOXKHOCTh HECAHKIIMOHMPOBAHHOTO (PU3MYECKOrO JOCTyMHa K
MPOrPaMMHO-AIIAPATHBIM ~ JJIEMEHTaM CHUCTeMBbl O0Opa0OTKH, XpaHEHUS W T[epeaadn
nH(pOpMaILIUY, CONEpKaIIeH CBENEHUS O TMEPCOHANBHBIX JAaHHBIX, CO CTOPOHBI IMMOCTOPOHHUX
JIULL.

Ha oObekrax cucreMbl 00paOOTKH, XpaHEHHS W Tepenayr WHGOpPMAIUH, COoJAepIKaIlei
CBEICHHUSI O TIEPCOHAIBHBIX JAaHHBIX, TOJKHO OBITh O0ECHEYeHO HalWuue WU HaJJexKaliee
UCIOJIb30BaHNUE CPEACTB AHTUBHUPYCHOHM 3alllUThI, CEPTU(UIMPOBAHHBIX MO TPEeOOBaAHUSIM
6e3onacHOCTH. J[0KHO OBITH 00€CTIEUeHO perylisipHOe OOHOBIIEHWE aHTUBUPYCHBIX 0a3.
OOBEKTHI cUCTeMBl 00pa0OTKH, XpaHEHHUS U TIepeaadn HHGOPMAIIH, COAEPKAIICH CBEICHUS O
MEePCOHANBHBIX JaHHBIX, JOKHO OBITh MOJKIIOYEHBI K BHEIIHUM BBIYMCIUTEIBHBIM CETSIM
00IIeTo MOJIB30BaHUS C UCTIOIB30BAHUEM HAIIEKAIUX CPEACTB MEKCETEBOTO IKPAHUPOBAHMS,
cepTHu(HUIIMPOBAHHBIX IO TPeOOBAHUAM 0€30MTaCHOCTH.

Ha oObekrax cucreMbl 00paOOTKH, XpaHEHUS W Tepenayn WHGOpPMAIuH, COoAepIKaIiei
CBEICHHUS O TEPCOHAIBHBIX JaHHBIX, TOJDKHO OBITh 00ECIEYeHO OTCYTCTBHE HEIITATHBIX
MPOrPaMMHBIX CpPEJCTB, HE HWMEIOIIUX OTHOIICHHWE K Tmpomueccy (YHKIIMOHHPOBAHUS
00pa3oBaTEILHOTO YUPEKICHUS.

JlomkHbl OBITH OOecredyeHbl YCTaHOBKAa, KOH(UIYpUpOBaHUE M YIpaBiIeHUE MPOrPaMMHO-
anmapatHeiMu cpenacTBamMu AVC B COOTBETCTBHM C PYKOBOACTBAMH W COTJIACHO OLIEHEHHBIM
KOH(HUTypaIusM.

[Tepconai, orBeTcTBeHHBIN 3a agmuHucTpupoBanne AVMC, nomxkeH ObITh OJIarOHAIECKHBIM H
KOMIIETEHTHBIM, W  PYKOBOJACTBOBATbCA B CBOEH  JEATENBHOCTH  COOTBETCTBYIOLICH
JOKYMEHTAIUEH.

VYnonHomoueHHole Ha pabory ¢ AMC omneparopsl TOMKHBI OBITh OJaroHaaeKHBIMU,
PYKOBOJICTBOBAThCSI B CBOEW paboTe sKcIuTyatarmoHHOW mokymeHTtanmed Ha AWC, a wux
COBMECTHBIE JEMCTBUSI JOJKHBI OBITH HAIpaBJIEHbl MCKIIOYUTEIHLHO Ha BBIMOJIHEHHE CBOUX

(yHKIMOHATBHBIX 00A3aHHOCTEH.
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JIMCT OBHAKOMJIEHU A
¢ «ITOJIOXKEHHUEM 006 o0ecnneyeHu# 0€30MACHOCTH ABTOMATU3MPOBAHHOM
UHGPOPMALMOHHON CHCTEMBbI
I'BOY mkoJsa NeS83 Ilpumopckoro paiiona Cankr-Ilerepoypra»

JI0JI5KHOCTH IMoagnucek
ara COTPYIHHKA COTPYIHHKA
A ®UO coTpyTHHKA, 03HAKOMHBIIETOCS € IOKYMEHTOM Py ’ Py ’
03HAKOMJIEHHSI 03HAKOMHBILErOCsSI ¢ | 03HAKOMHBILIET0OCs
JOKYMEHTOM € IOKYMEHTOM
1 2 3 4
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